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1. Introduction

The "IBM Ported Tools for zZ/OS" product includes a port of the popular OpenSSH tools. These tools provide for
secure remote login and program execution (ssh) and file transfer (sftp and scp). The sftp and sftp-server
commands implement a file transfer program that is similar to ftp, but use ssh for their underlying secure transport.
The sftp specification 1 accounts only for binary transfers. The IBM z/OS sftp client has been enhanced to support
ASCII-EBCDIC conversion. Dataset support is hot provided.

The Co:Z Co-Processing Toolkit for z/OS includes Co:Z SFTP - a port of the OpenSSH (v5.0pl) sftp-server
subsystem and sftp command (renamed as cozsftp). Extensive enhancements have been made to support z/OS
facilities such as MV S datasets and spool files. IBM Ported Tools for z/OS (OpenSSH) (or equivalent), is required
since Co:Z does not provide the base ssh and sshd components.

1.1 Features

» Co:Z iscompatible with most existing sftp products (see the section called * Remote System Requirements” ).

e Transfer datasets viathe get and put commands

» Navigate z/OS catal ogs via the cd command.

o List dataset information and PDS directories via the Is command.

* Records SMF 119 records if user has BPX. SMF SAF authorization.

» Support for IBM FTP compatible user exits. A guide to setting up and using these exits can be found here:
http://dovetail.comvdocs/sftp/coz_sftp_exits.pdf.

» Supports direct access to datasets which can be opened in sequential, record mode by the f open() C-library
routine. Thisincludes:

e MVS sequential datasets (QSAM, BSAM, VSAM)
e PDS and PDSE members
e SYSOUT datasets, including the MV S internal reader

 Supports JES2 and JES3 job submission, status and spool file transfer on z/OS 1.9 or later. Future releases of
Co:Z SFTPwill also support cancel and purge facilities.

 Supportstext or binary conversion viaflexible line-termination rules:
e Cr, Lf/Newline, CrLf, Cr and/or Lf, RDW, none
 Supports flexible record padding / overflow rules

» Can specify dataset dynamic allocation (BPXWDY N) keywords

1http: /Itools.ietf.or g/wa/secsh/dr aft-ietf-secsh-filexfer/
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 Can specify name patterns to automatically associate file transfer options to POSIX files and datasets
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1.2 Supported Environments

z/OS Host Requirements

» 7Z/OSV1RY7 or later

» |BM Ported Tools for ZOS (SSH)

Remote System Requirements

» Co:Z SFTPiscompatible with awide variety of operating systems, including Windows, * X variants, Z/OS...
* sftp products supporting the SSH File Transfer Protocol, such as:

e OpenSSH

e puTTy psftp

* WinSCP

* gFTP

e many commercial implementations
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2. Co:Z SFTP Configuration

1 I mportant

Before proceeding, ensure that the Co:Z Toolkit for zZ/OS has been successfully installed according to
the instructions provided in the document "Co:Z Toolkit Instalation and Release Notes' at
http: //mww.dovetail.comvVdocs/cozinstall/index.html. Be sure to make note of the installation directory.

Y ou do not need to install the Co:Z Target System Toolkit on your remote systemsto use Co:Z SFTP -
acompatible SSH/SFTP product is al that is required.

2.1 Configuring the Co:Z SFTP Server

The configuration discussed here is designed to allow individual users to use either the original sftp-server or the
enhanced Co:Z version, depending on their configuration. The default setup makes for an ideal beta testing
environment, as only designated users will use the enhanced Co:Z sftp-server.

Modifying the SFTP Subsystem

1. Update the sshd_confi g file typicaly located at /et c/ssh/sshd _config to modify the sftp
subsystem definition: *

#Subsyst em sftp lusr/lib/ssh/sftp-server O
Subsyst em sftp [usr/| pp/coz/ bin/sftp-server.sh O

0 Theorigina sftp subsystem line should be commented out.

0 The new subsystem line should point to the sft p-server. sh shell script located in the Co:Z
installation bi n directory. This script is designed to run the original sftp-server by default, but will run
the Co:Z version if the user has configured it. See the section called “ Customizing sft p- server.rc”
for details. The installation process should have marked this file as executable, but this should be verified.

2. If OpenSSH sshd was running prior to editing sshd_conf i g, it should be reinitialized. This can be done by
sending SI GHUP to the running process. The pid for this process is typically in the file
/var/run/sshd. pi d:

kill -HUP “cat /var/run/sshd. pid

1t is sometimes convenient to set up atest OpenSSH server where this subsystem can be easily modified. To do this see: Appendix G, Setting up
atest OpenSSH system on Z0OS
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Customizing sft p-server.rc

By default, the sftp-server.sh script discussed above will execute the IBM version of sftp-server. Individua users
can activate the Co:Z version of st f p- ser ver by copying a special profile shell to their home .ssh directory:

# if the user's .ssh does not exist:
nkdi r $HOVE/ . ssh
chnod 700 $HOVE/ . ssh

cp /usr/lpp/coz/sanpl es/ sftp-server.rc $HOVE . ssh
chnmod u+x $HOVE/ . ssh/sftp-server.rc

Note: Removing or renaming this file will re-enable the IBM version of sftp-server.
Making Co:Z sftp-server the default for all users

In order to make the Co:Z sftp-server the default for all users, place acopy of sft p-server.rcin/etc/ssh:

cp /usr/lpp/coz/sanmpl es/sftp-server.rc /etc/ssh
chnmod +x /etc/ssh/sftp-server.rc

In this version of the profile, explicitly set the environment variable USE_CQOZ_SFTP:

USE_COZ_SFTP=t r ue

Restricting OpenSSH users to SFTP

Some installations prefer to restrict ssh users to a certain set of commands like the sftp-server, rather than giving
them interactive shell access. See Appendix F, Restricting OpenSSH users to SETP for a technique to enforce this
restriction.

Sample sftp-server.rc

A sample version of sft p-server.rc can be found in the sanpl es directory of the installed Co:Z Toolkit.
Thisfile can be used as atemplate for individual usersto modify and place in their $HOVE/ . ssh directory.

#! [/ bin/sh
# The presence of this executable script in $HOVE/ .ssh/sftp-server.rc
# will cause the COZ version of sftp-server to be used

# You may uncomment and set the follow ng options to override the defaults:
#export SFTP_ZOS OPTI ONS="node=text" 0O

#export SFTP_ZOS INITIAL_DIR=// O

#export SFTP_LOGFI LE=$HOVE/ sftp.log O

# The Co: Z support team nay request that you unconment the follow ng options
# to enabl e tracing:

#export SFTP_SERVER OPTI ONS="-e -| debug3"

#export COZ _LOG=T

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 5



Co:Z SFTP Configuration

O The SFTP_ZOS_OPTI ONS environment variable can be used to set the default options for the user. Multiple
options may be specified, separated by commas. The options are described here: Appendix A, Co:Z SFTP
options.

0 The SFTP_ZOS_ | NI TI AL_DI R environment variable can be used to override the home directory on the
server. By default this is the user's USS home directory. If the string / / is supplied, the user's MV S top level
qualifier is used. Otherwise an absolute path (USS or MV S dataset space) may be supplied.

O Lodfiles are created for every sftp server session; these files are of particular interest in case a problem is
encountered and additional error detail is needed. By default, logfiles are written to the /tmp directory (or the
directory specified by the TMPDI R environment variable, if it is set). To change this default for all users,
modify sftp-server.sh as needed. Individual users can override this setting by exporting SFTP_LOGFI LE in
the copy of sft p-server. rc intheir individual . ssh directory.
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2.2 Configuring the Co:Z SFTP Client

When the cozsft p command is invoked, the contents of the files / et ¢/ ssh/ cozsftp_client.rc and
$HOMVE/ . ssh/ cozsftp_client. rc aredotted into the environment at the start of the command.

These files may be used to automatically provide command line arguments to the cozsftp client without having to
explicitly code them every time the client is invoked. The desired command line arguments should be made
available in the environment variable COZSFTP_CLI ENT_OPTS.

For example, assume that thefile/ et ¢/ ssh/ cozsftp_cli ent. r c iscreated with the following content:

#!/ bi n/ sh
CQOZSFTP_CLI ENT_OPTS="-S / u/ vendor/ oshxl / bi n/ ssh"

In this example, the - S option directs all invocations of cozsftp to use the OpenSSH Accelerator for its ssh program.

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 7
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3. Using the Co:Z sftp server

3.1 Setting, displaying and clearing file transfer options

Unlike standard FTP, SFTP has no site command for setting platform specific options. Co:Z SFTP file transfer
options are set with a specia Is command request of the form: Is /+<name=value>. They can be cleared with a
request of the form: Is/+NO<name>.

Multiple options can be set by separating the key=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The options directory / +/ is a pseudo directory on the server, and it is possible to make it the working directory via
the cd /+ command. From this directory, options may be set and listed without the / + prefix.

The active options and their settings can be displayed by issuing the command Is/+.

Co:Z sftp server file transfer options may be specified interactively or via configuration files. The active options are
determined in the following priority order:

1. Thefi xed: sectionof /et c/ ssh/ cozsftp_server_confi g (highest priority and non-modifiable)
2. Thefirst matching pattern (if any) from $HOME/ . ssh/ cozsft p_server_config

3. Thefirst matching pattern (if any) from/ et ¢/ ssh/ cozsftp_server _config

4. Previousinteractive commands. | s / + (described below) in the same session

5. The environment variable SFTP_Z0S OPTI ONS

6. Thedef aul t: sectionof / et ¢/ ssh/ cozsftp_server_confi g (lowest priority)

For alist of available options, see Appendix A, Co:Z SFTP options.

For a description of the cozsft p_server _confi g file format, including how to specify file name patterns, see
Appendix B, Session config files.
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All examples in the following sections can be run by most sftp clients, either from z/OS or from other platforms
(Windows, linux, etc..). Note: There are some differences in the way clients interact with the server, so the output
shown in the examples below (performed with the OpenSSH sftp client) may not match your output exactly.

Example: Setting and displaying basic options

sftp> I's /+node=t ext O
/ +npde=t ext
sftp>Is /+ g

[ +/ clientcp=i so8859-1
/ +/ 1 ogl evel =I
/ +/ server cp=I BM 1047

[+l error.|og
[ +/ npde=t ext
[+/trim

0 Theoptioncommand| s /+nmode=t ext isused to set the transfer mode to text. mode=binary is the default.
0 Theoptionlist command | s / + shows the options currently in effect. In this case, the codepagescl i ent cp
and ser ver cp are set to the defaults.

Example: Setting multiple options

sftp> |'s /+lrecl =80, recf m-f b, space=trk. 3.2 O
[+l recl =80, r ecf m=f b, space=trk. 3. 2

O Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all options

sftp> | s /+showal | O

[ +showal | =t r ue

sftp> cd /+ O

sftp> |s O

NCbl ksi ze NCbuf no cl i ent cp=I SCB8859- 1
conddi sp=cat| g NCcopi es NCQdat acl as
NCdest NCdi r NCQdi sp
NOdsnt ype NOdsor g error.|log
est si ze NCf or ns NCOgdgnt
NChol d NG esj obnane NG esj obwai t
j eslrecl =80 j esowner =KI RK j esr ecf mef
j esst at us=* NA abel Nd i ke

I'i nerul e=fl exible | ogl evel =I I recl =80
NOmaxvol NOngnt cl as node=t ext
NOrTount NOnor ecal | NOout des
over f | ow=wr ap NOpad recfmefb
NCOr el ease repl ace NOr egexi ts
NOr eset NOr et pd NOGsequence
server cp=l BM 1047 showal | snf
space=trk. 3.2 NGspi n NGst or cl as
NGsysout trim NO rtch
NQucount NQuni t NOvol

Co:Z Co-Processing Toolkit for z/OS
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NOwri t er

sftp> |'s noshowal | , norecfm O

noshowal | , norecf m

sftp> I|s

cl i ent cp=I SCB8859- 1 error.| og | ogl evel =I

I recl =80 node=t ext server cp=I BM 1047
space=trk. 3.2 trim

O  Theoption command Is/+showall is used to set the option listing mode to show all options, even those that are
not active.

0  Since the options are treated as entries in a pseudo directory, the cd command can be used to make that
directory the working remote directory.

O  Issuing the lsfrom the options directory will show all of the options. Those that are not active are prefixed with
the string NO. Note that the options can be listed even if the current working directory is not the options pseudo
dir with the command Is /+.

O  Active options can be de-activated by prefixing the option with the string NO. In this example, the showal |
option is cleared, aswell asther ecf moption.

3.2 Reading the error log

Most implementations of the sftp specification, including OpenSSH, do not allow for transmission of detailed
information from the server to the client in the event of an error. Adding dataset transfers to the mix only increases
the need for better error reporting. To help alleviate this problem, the Co:Z sftp implementation provides a
comprehensive logging facility that can be enabled and tuned by each user session.

Severa of the above option listing examples show err or . | og as one of the options. This is actually an alias for
the running session's log file, which is usualy written to the /t np directory (See Chapter 2, Co:Z SFTP
Configuration for more information on where this file is written). This alias can be used to easily retrieve the log at
anytime and examine it from the client.

This feature makes it possible to examine detailed error information from the client without having to abandon the
active sftp session. Users of graphical clients such as winSCP and gFTP see an even greater advantage in that the
error.log file can be viewed simply by selecting the file and transferring it in vi ewmode.

Example: Getting and displaying the error log

sftp> rm//user.coz. sanpj cl g

Renovi ng // user. coz. sanpj cl

Couldn't delete file: Failure O

sftp> get /+/error.log O

Fetching /+/error.log to error.log

[+l error.log 100% 68 0. 1KB/ s 00: 00
sftp> lcat error.log O

ZosUti |l [E]: Dataset "USER COZ. SAMPICL" is a PDS. Use rndir instead.
sftp>

0  Thiscommand attempts to delete a PDS with the rm which is not allowed.
O Therequest fails, but the standard sftp error message is not very helpful.

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 10
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O
O

To get better information, theer r or . | og from the options directory is requested.
Using thelocal shell command cat to display the log gives detailed error information.

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide
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3.3 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MV'S datasets as absolute paths. The first
(/ 1) is consistent with IBM's common usage. A secondary form (/ - /) is also available, as not all sftp clients will
allow double slash characters to be sent.

Navigating Datasets

The sftp cd command can be used to navigate around the z/OS dataset space. Using the dataset prefix // or/ -/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not allowed, it is not possible to make the catalog root the current
working directory. As such, the command cd // will fail.

Example: Navigating the dataset space

sftp> cd //user O

sftp> pwd O

Renot e working directory: //USER

sftp> cd coz.testjcl O

sftp> pwd

Rerot e wor ki ng directory: //USER COZ. TESTIJCL
sftp> cd .. O

sftp> pwd

Renot e working directory: //USER CQOZ

O Using the dataset prefix / / , the high level qualifier user is specified. For cd commands, the dataset name is
case insensitive.

O The pwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

O Multiple levels can be traversed at a time. Instead of using the normal separator (. ), a slash can be used: cd
coz/testjcl.

O Thecd .. command will move up alevel, as expected.

Transferring Datasets

The get and put commands are used to transfer datasets and PDS members. By default, the transfer mode is
binary, and when storing new datasets, the DCB defaults are determined by the system and are often RECFM=U.

Any options previously set viathe Is/+option=value arein effect for any given transfer.

Note

When using the put command to write datasets, the target name is used to determine the actual dataset
name written. In most cases this determination is straight forward, but in certain circumstances, name
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determination is more involved. See Appendix C. Dataset Name Determination for complete details.

Example: Get a text sequential dataset

$ sftp user @os. com O

Connecting to zos.com. .

user @os. conm s passwor d:

sftp> |s / +npde=t ext O

/ +mode=t ext

sftp> get //USER LOG M SC O

Fetching //USER LOG M SC to USER LOG M SC

O  Thisexample shows the full connection process, using keyboard-interactive password authentication.

O  Thedefault transfer mode of binary is overridden and set tot ext .

0 The get command uses the dataset path prefix // (or, optionally / -/) to specify that a dataset is being
requested.

Example: Get PDS members

sftp>1Is /+ g
[ +/ cli ent cp=l SOB859- 1 / +/ node=t ext [ +/ server cp=I BM 1047
sftp> get //user.ssh.jcl(sshd) g

Fetching //user.ssh.jcl (sshd) to user.ssh.jcl (sshd)

O If this transfer is performed after the prior example, the transfer mode will still be t ext . Using the Is /+
command quickly confirms the active options.

O  The get command uses the dataset path prefix / / and pds member name in parentheses to identify the member
to get. Note again that the dataset name for transfersis case insensitive.

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 13
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Example: Get a PDS member

sftp> get //user.coz.sanpjcl (cozproc) cozproc.txt O
Fet ching //user.coz. sanmpjcl (cozproc) to cozproc.txt

sftp> cd //user.coz. sanpj cl O
sftp> get runcoz O
Fet chi ng // USER. CQZ. SAMPJCL/ runcoz to runcoz

sftp> get * g

Fet chi ng // USER. CQOZ. SAMPJCL/ @AREADME t 0 @AREADNE
Fet chi ng // USER. COZ. SAMPJCL/ BPXBATCH t o BPXBATCH
Fet chi ng // USER. CQZ. SAMPJCL/ BPXBATSL t o BPXBATSL
Fet chi ng // USER. CQZ. SAMPJCL/ COZCFGD t o COZCFGD
Fet chi ng // USER COZ. SAMPJCL/ COZPROC t 0 COZPROC
Fet chi ng // USER. COZ. SAMPJCL/ DTLSPAWN t 0o DTLSPAWN
Fet chi ng // USER. COZ. SAMPJCL/ GPGDSN t 0 GPGDSN

Fet chi ng // USER. CQOZ. SAMPJCL/ GREPDSN t o GREPDSN
Fet chi ng // USER. COZ. SAMPJCL/ GREPSED t 0 GREPSED
Fet chi ng // USER COZ. SAMPJCL/ OFFLDSM- t 0 OFFLDSMF
Fet chi ng // USER. CQOZ. SAMPJCL/ RUNCOZ t o RUNCOZ

Fet chi ng //USER. COZ. SAMPJCL/ RUNCOZ2 t o RUNCQZ2
Fet chi ng // USER COZ. SAMPJCL/ RUNCOZ3 t o RUNCQOZ3
Fet chi ng // USER. COZ. SAMPJCL/ RUNSPAWN t 0 RUNSPAWN
Fet chi ng // USER COZ. SAMPJCL/ RUNSPWN2 t 0 RUNSPVW2
Fet chi ng //USER. CQOZ. SAMPJCL/ TDI RK to TDI RK

Fet chi ng // USER COZ. SAMPJCL/ WGET2DSN t o WGET2DSN

The get can be used to get a member from afully qualified dataset.

The cd command is used to make a PDS the current working "directory".
The get command uses just the member name to retrieve the desired member.
The get * command can be used to retrieve all members at once.

o o |

Example: Put a text MVS dataset, overriding DCB attributes

sftp> | s /+npde=text,|recl =80, recfn=fb g
/ +mode=t ext, | recl =80, recf m=f b

sftp> put afile.txt //USER AFILE. TXT g
Upl oading afile.txt to //USER AFI LE. TXT

0 Theoptioncommand | s /+node=t ext, | recl =80, r ecf mef b is used to set the transfer mode to text,
and set the DCB attributes for the new dataset USER. AFI LE. TXT. This overrides the system default for new
datasets. Input lines will be broken on CR, LF, or CRLF and lines longer than allowed by the dataset will be
wrapped onto multiple records. The options | i ner ul e and over f | owr ul e can be used to override those
settings.

0 Theput command uses the specialized path prefix / / (or, optionally / - /') to specify the dataset name.
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Listing datasets and PDS directories

MVS datasets can be listed using the sftp Is command. Partitioned datasets are treated as directories with their
members as entries.

In order to support existing sftp clients, several considerations have to be made when listing datasets:

» Thelslists multiple dataset levels (by default), and therefore can return a large amount of information. As such,
listings that would involve searching the entire catalog, such as Is // or Is //A* are not alowed. Furthermore,
because of the way sftp clients interact with the server, the following style of command is not supported: Is
//USER.LVL1*. However, the same effect can be produced by either using directory notation for searching the
catalog (Is//USER/LVL 1*) or changing to the desired level and issuing arelative listing command:

cd //USER
s LVL1*

» Where possible, dataset names are treated as case insensitive. A get or put can specify the name in either lower or
upper case and it will be found. However, any globbed (wildcard) Is command requires upper case characters.
Individual datasets can be listed in either upper or lower case. To be safe, it is agood ideato use upper case on all
list requests.

» As mentioned above, partitioned datasets (PDS) are treated as directories. the long list form Is - can be used to
list member statistics, if statistics exist.

e The Is accepts dataset names prefixed either by // or / -/ . The second form should be used for the few sftp
clients that do not allow a double slash to sent to the server.
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Example: Listing datasets

sftp> cd //USER

sftp> Is -al ad

Vol une Referred Ext Tracks Used Recfm Lrecl Bl kSz Dsorg Dsnane

WORK84 2008/ 09/ 05 1 1 1 FB 80 27920 PS USER. AFI LE. TXT
WORK81 2008/ 09/ 08 1 30 ? U 0 6144 PO E USER CQZ LOADLIB
WORK81 2008/ 09/ 11 1 15 4 FB 80 27920 PO USER. COZ. SAMPICL
WORK84 2008/ 09/ 11 1 1 1 U 0 6144 PS USER. COZ. TEST. SEQ
WORK81 2008/ 09/ 09 1 15 3 FB 80 27920 PO USER. COZ. TESTJCL
sftp> cd //USER O

sftp> |I's CO*

CQZ. LOADLI B/ CQZ. SAMPJCL/ CQZ. TEST. SEQ CQZ. TESTJCL/
sftp> |Is //USER/ CO* O

/I USER/ COZ. LOADLI B/ / I USER/ COZ. SAMPJCL/ / I USER/ COZ. TEST. SEQ
/[ USER/ COZ. TESTJCL/

sftp> |s //USER. CO* O
Coul dn't get handle: Failure
Can't |Is: "//USER CO*" not found

sftp>1s // O
Coul dn't stat renote file: No such file or directory
Can't Is: "//" not found

sftp> cd //user

sftp> |s co* O
Can't |s: "//USER/ co*" not found
sftp>

Thelong form of the list command Is-al will list detailed information from the catal og about each dataset.
Relative listing requests can be performed by first navigating to the desired level, then issuing the list request
without any prefix.

When using wildcards, the desired result can be achieved by using a slash (/ in place of the traditional level
separator (. ).

Due to existing sftp client design, this list request would require the entire catalog to be searched, then filtered
with the pattern USER. CO*. It istherefore disallowed.

Lists that would involve the entire catalog are not supported. The openssh sftp client reports this as shown.
The same command with alower case pattern will fail (as described above).

Example: Listing a PDS directory

sftp> cd //user.coz. sanpj cl O

sftp> |ls -al O

Name Size Created Changed I D
@@READVE

BPXBATCH 13 2008/ 04/ 04 2008/ 04/04 17:18:09 USER
BPXBATSL 16 2008/ 04/ 03 2008/ 04/03 10:36:52 USER
COZCFGD 65 2008/ 03/ 27 2008/ 05/12 14:28:54 USER
COZPROC 30 2008/ 03/27 2008/ 03/27 11:54:48 USER
DTLSPAWN 40 2008/ 05/05 2008/ 05/05 09: 31: 08 USER

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 16



Using the Co:Z sftp server

GPGDSN 15 2008/ 05/ 05 2008/ 05/ 05 10:40: 05 USER
GREPDSN

GREPSED 12 2008/ 05/ 05 2008/ 05/05 09:30: 51 USER
OFFLDSMF

RUNCOZ 20 2008/ 03/27 2008/ 05/ 12 14:08: 02 USER
RUNCOZ2 15 2008/ 05/05 2008/ 05/ 05 10:02: 51 USER
RUNCOZ3 8 2008/ 05/ 05 2008/ 05/ 06 08:50: 37 USER
RUNSPAVWN 54 2008/ 05/ 12 2008/ 05/ 12 14:25:37 USER
RUNSPVW2 20 2008/ 05/12 2008/ 05/12 13:19:05 USER
TDl RK 18 2008/ 04/ 03 2008/ 04/03 10:19: 20 USER
WGET2DSN

0 Thecd command is used to make a PDS the current working "directory”.
O Thels-al command (long list form) is used to display the members of the PDS, including available statistics.
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3.4 Working with POSIX files

This section describes how to use the Co:Z implementation of sftp with POSIX files (HFS, zFS) on zZ/OS. Standard
sftp implementations (including 1BM's ported tools version) support only binary mode file transfers. The Co:Z
implementation provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers
are controlled via the following options:

» node: whensettot ext causesfiletransfersto be text based.

* clientcp and server cp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is | SC8859- 1. The default server code page is the current z/OS
locale.

* i nerul e: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

Theget and put commands are used to transfer POSI X files (either on HFS or zFS filesystems).

The options (listed above) that have been previoudy set via the Is /+option=value are in effect for any given
transfer. All other options (used for dataset support) are ignored for POSIX file transfers.

Example: Get a text POSIX file

sftp> I's /+nmode=t ext, cli ent cp=UTF- 8 O

/ +node=t ext, cl i ent cp=UTF- 8

sftp>1Is /+ g

[ +/ cli ent cp=UTF- 8 / +/ node=t ext / +/ server cp=I BM 1047

sftp> get .ssh/sftp-server.rc g

Fetching /u/user/.ssh/sftp-server.rc to sftp-server.rc
/ul/user/.ssh/sftp-server.rc 100% 234 0. 2KB/ s 00: 00
sftp>

0 The default transfer mode of binary is overridden and set to t ext . Additionaly, the client code page is
explicitly set to UTF- 8.

O Displays the active options. Note that the server code page, if not explicitly set, defaults to the current zZ/OS
locale.

O Theget command requests the transfer of the POSIX file using the optionsin effect.

Example: Put a text POSIX file

sftp> put sftp-server.rc .ssh g

Upl oadi ng sftp-server.rc to /hone/user/.ssh/sftp-server.rc
sftp-server.rc 100% 234 0. 2KB/ s 00: 00
sftp>

O Theclient text filesft p- server. r c isput to the remote directory . ssh under the current working remote
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directory. The active file transfer options are used.
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3.5 Working with JES jobs and spool files

This section describes how to use Co:Z SFTP to submit jobs, query job status and access spool files on z/OS. Future
releases of Co:Z SFTP will also support enhanced job cancel and purge facilities.

Note: Co:Z JES spool access supports both JES2 and JES3, but is currently limited to the primary JES subsystem.
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Obtaining JES job status

To query the status of Z/OS jobs, you simply list the" / / - JES" pseudo-directory:

sftp> cd //-JES O
sftp>Is O

JOB00434 JOB00561 TSU00560 TSUO0562

sftp>1ls -al 0O
JOBNAMVE JCBI D ONNER STATUS

Kl RKL JOB00434 Kl RK QUTPUT
TOMCAT  JOB00561 KIRK ACTI VE
Kl RK TSU00560 KI RK QUTPUT
Kl RK TSU00562 Kl RK ACTI VE

sftp> |s /+j esjobnane=kirk 0O

/ +j esj obnane=ki r k

sftp> Is -al

JOBNAME JOBID OMNER STATUS

Kl RKL JOB00434 KI RK QuUTPUT
Kl RK TSU00560 KI RK QUTPUT
Kl RK TSU00562 Kl RK ACTI VE

sftp> | s /+j esjobnane=kirk. 0O

/ +j esj obnane=Kki rk.

sftp> Is -al

JOBNAME JOBID OMNER STATUS
Kl RK TSU00560 KI RK QUTPUT
Kl RK TSU00562 Kl RK ACTI VE
sftp> | s /+noj esj obnane [

/ +noj esj obnane

sftp> | s /+j esowner=goet ze [

/ +j esowner =goet ze

sftp> |Is -al

JOBNAME JOBID OMER STATUS
GOETZEB JOB00601 GOETZE  QUTPUT
GCETZE  TSU00505 GOETZE  QUTPUT
GOETZE  TSU00515 GOETZE  ACTI VE
sftp> |s /+j esstatus=active [O

/ +j esowner =goet ze

sftp> |s -al

JOBNAME JOBID OMER STATUS
GOETZE TSU00515 GOETZE ACTI VE

0 Changetothe/ /- JES pseudo-directory.

O Listing the contents of the/ / - JES directory will by default display alist ajob ids whose owner is the same as

the current user.

O Requesting a detailed listing of the / / - JES directory produces a formatted list of the same jobs. Note here
how jobs are sorted lexically by jobid - this is actually being done by the sftp client. Sorting on most sftp
clients can be disabled; in the case of OpenSSH, use the - f switch onthel s command, eg: | s - al f will

CLASS
A

A

TSU
TSU

CLASS

TSU
TSU

CLASS
TSU
TSU

CLASS

TSU
TSU

CLASS
TSU

RC=0000

RC=0000

RC=0000
RC=0000

RC=0000

RC=0000
RC=0000

display the jobsin the order returned by the JES subsystem interface.

O By default, al jobs owned by the current user are displayed. The j esj obnane setting may be used to set a

jobname filter.

0 Terminating thej esj obname setting with a period filters on an exact jobname match, rather than a prefix.
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O Thej esj obnane setting is turned off.

O By default, thej esowner setting is set to the current userid. Here it is changed to a different userid.

0 Thejesstatus seting may be used to filter job listings by one of the following categories. i nput ,
out put,oractive.

Co:Z SFTP uses the unauthorized "Extended Status' subsystem interface to obtain job status. This facility is only
available if you are running z/OS 1.9 or later. A SAF(RACF) SECLABEL dominance check may be used by the
IBM extended status subsystem interface to control access to this facility; refer to RACF or your security product
documentation for more information.
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Transferring JES spool files

Job spooal files may be transferred using normal SFTP "get" commands from your SFTP client.

sftp> cd //-JES
sftp>Is -al
JOBNAME JOBID ONNER STATUS  CLASS

Kl RKL JOB00434 KI RK QUTPUT A RC=0000
TOMCAT JOB00561 KI RK ACTI VE A

Kl RK TSU00560 KI RK QUTPUT  TSU RC=0000
Kl RK TSU00562 KI RK ACTIVE TSU

sftp> cd JOB00434 [

sftp>1Is O

102 2 3 4
sftp>1ls -al 0O
DSI D STEPNAME PROCSTEP DDNAME C OMNER RECFM LRECL BYTES

102 LOGDEF SYSPRI NT A KI RK FBA 133 5195
2 JES2 JESMSGLG A KI RK FA 133 911
3 JES2 JESJCL A KIRK \% 136 271
4 JES2 JESYSMSG A KI RK VA 137 839

sftp>1Is -alf 0O
DSI D STEPNAME PROCSTEP DDNAME  C OMANER RECFM LRECL BYTES

2 JES2 JESMSGLG A KI RK FA 133 911
3 JES2 JESJCL A KIRK \% 136 271
4 JES2 JESYSMSG A KI RK VA 137 839
102 LOGDEF SYSPRI NT A KI RK FBA 133 5195

sftp> | s /+node=text 0O

/ +mode=t ext

sftp> get 102 | ogdef.text 0O

Fetching //-JES. J0OB00434/102 to | ogdef.text
/1 -JES. JOB00434/ 102

sftp>

sftp> get * 0O

Fetching //-JES. JOB00434/ 102 to 102

//-JES. JOB00434/ 102

Fetching //-JES.J0B00434/2 to 2

//-JES. JOB00434/ 2

Fetching //-JES.J0OB00434/3 to 3

/1 -JES. JOB00434/ 3

Fetching //-JES.J0OB00434/4 to 4

/1 -JES. JOB00434/ 4

sftp>

sftp> get all concat.txt 0O

Fetching //-JES. J0OB00434/all to concat.txt
sftp> get jesysnsg [

Fet ching //-JES. JOB00434/j esysnsg to j esysnsg
sftp> get | ogdef.sysprint

Fet ching //-JES. J0OB00434/ | ogdef . sysprint to | ogdef.sysprint

O  Jobs are represented in Co:Z SFTP as directories under the / / - JES pseudo-directory. Here we change the
current directory to a specific job.
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O  Job spool files are represented as file names with the numeric JES DSI D identifier.

O A detailed listing displays aformatted list of spool files.

0 Many sftp clients will sort the files lexically by name (dsid). Thel s -f switch on the OpenSSH sftp client
will preserve the natural ordering, which is by numerical dsid.

0 Thetransfer modeissettot ext .

O  The sftp get command can be used to download spool files.

O A wildcard get command can be used to download all spool filesin the job directory.

0 Thespecial ALL file name can be used to transfer all spoal files to a concatenated output file.

O  Spool filesmay also bereferenced by [ st ep. [ pr ocst ep. ] ] ddnane

Co:Z SFTP uses the unauthorized interface to the JES "Spool Browse" facility, which is only available if you are
running z/OS 1.9 or later. Aswith IBM FTP, the SAF(RACF) JESSPOOL resource class is used to control access to
spool files throuh the Spool Browse facility.
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Submitting JES jobs

Jobs may be submitted to the JES internal reading using SFTP "put" commands from your SFTP client into a special
pseudo-directory named "//-JES.INTRDR".

sftp> | s / +npde=t ext
/ +nmode=t ext
sftp>lcat jcl.txt O
//SLEEP3 JOB (),"'Kirk Wl f', MSGCLASS=H
/1 UNI X EXEC PGVECQZBATCH
// STEPLI B DD DI SP=SHR, DSN=KI RK. CQOZ. LOADLI B
//STDIN DD *
for i inl1l23
do
echo "Sl eeping..."
sleep 1
done
/1
sftp>cd //-jes.intrdr 0O
sftp> put jcl.txt nyjob O
Upl oading jcl.txt to //-JES. | NTRDR/ nyj ob

sftp>1Is -al O
ALI AS JOBNAME JOBI D OMNER STATUS  CLASS COWVPL
MyJ OB SLEEP3  JOB01941 KIRK ACTIVE A

sftp> |Is -al
ALl AS JOBNAME JCBI D ONNER STATUS  CLASS COvPL
MYJOB SLEEP3  JOB01941 KIRK QUTPUT A RC=0000

sftp> cd nyjob O
sftp>1ls -alf
DSI D STEPNAME PROCSTEP DDNAME C OMER RECFM LRECL BYTES

2 JES2 JESMSGLG H KI RK FA 133 1316
3 JES2 JESJCL H Kl RK \Y, 136 373
4 JES2 JESYSMSG H KI RK VA 137 824
102 UNI X SYSOUT H KIRK FBA 121 308

sftp> get 2 2.txt
Fetching //-JES. | NTRDR MYJOB/ 2 to /tnp/2.txt

sftp> get all jobout.txt
Fetching //-JES. | NTRDR MYJOB/ al |l to /tnp/jobout.txt

sftp> cd ..

sftp> put jcl.txt myjob2

sftp> Is -al

ALl AS JOBNAME JOBID ONNER STATUS  CLASS COvPL
MYJOB SLEEP3  JOB01941 KIRK QUTPUT A RC=0000
MYJOB2  SLEEP3  JOB01943 Kl RK ACTIVE A

sftp>|ls /+esjobwait [
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/ +j esj obwai t

sftp> cd nyj ob2

sftp> get all jobout2.txt

Fetching //-JES. | NTRDR MYJOB2/all to /tnp/jobout2.txt

sftp> s /+jesjobwait=10.1 [
sftp> | s /+noj esj obwai t

0 Runthecat command on the sftp client to display afile containing JCL.

O //-JES. | NTRDRisaspecia pseudo-directory that contains any jobs submitted by the current session.

0 The JCL is submitted by uploading it using the sftp client's put command. The target file name MYyJOB is a
handle that can be used to refer to thisjob later in the same session.

O Ligtingthe// - JES. | NTRDR directory displaysal of the jobs that have been submitted in this session.

O //-JES. | NTRDR MYJOB is a directory that contains al of the spool files for the job referenced by this
handle.

0 Thej esj obwait setting can be used to cause Co:Z sftp server to wait until the job completes before listing
or transferring the jobs spool files.

O The default time limit to wait is 60 seconds with a polling interval of 2 seconds (60.2), but this can also be
changed.

JES related options

The following table describes options that affect JES submit, status, and spool file transfer.

Table 3.1. JESrelated options

Name Value Notes
jesiobname The value of this setting is used as a filter when listing jobs. If
<pattern> the value doesn't end in a period, then the value is used as the

job prefix The default for this settingisnoj esj obnane,
which meansthat jobs are not filtered by name.

jesowner This setting specifies the userid used to filter job listings by job
<userid> owner. The default for this setting is the current MV S userid,
but may be set to noj esowner orj esowner =* to disable
filtering by owner.

jesstatus This setting is used to filter job listings by job status. The
input|outputactive default for this settingisnoj esst at us.

jesobwait If enabled, this setting specifies the time in seconds to wait for
secs].intvl] ajob to complete before listing or transferring its spool files.

For most sftp clients, acd to the job's spool file directory will
also wait. If no value is specified, the default is60. 2, which
means to wait up to 60 seconds, polling every 2 seconds. The
default for this settingisnoj esj obwai t .
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Name Value
jedrecl
<numeric>
jesrecfm
f|fblvivb

Notes

This setting specifiesthe Irecl used when submitting jobs to the
internal reader. The default for this setting is 80.

This setting specifies the record format used when submitting
jobsto the JESinternal reader. The default for this setting is F.
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An enhanced sftp client (cozsftp) for z/OS is also included in the Co:Z toolkit. This client can be used to initiate
transfers with a remote host and supports the same set of file transfer options as the Co:Z sftp server. The cozsftp
command isinstalled in the $COZ_HOME/bin directory.

4.1 Starting the Co:Z sftp client on z/OS

$ export PATH=/ opt/dovetail/coz/ bi n: $PATH O

$ cozsftp user @ost

Co:Z sftp version: 1.1.0 (5.0pl1) 2008-10-20

Copyri ght (C) Dovetail ed Technol ogi es, LLC. 2008. Al rights reserved.
Connecting to host...

user @ost's password: *****

cozsftp>

O Add the Co:Z hinaries directory to your PATH. Thisis not necessary if symbolic links from /bin were created
during installation.

4.2 Setting, displaying and clearing file transfer options

The enhanced client introduces two new commands:
| zopt s [-a] [opti on=val ue, .. .]

The lzopts command is used to set local (client) file transfer options. These options are set prior to initiating
file/dataset transfers from z/OS to a remote host.

zopt s [-a] [opti on=val ue, .. .]

The zopts command is used to set server file transfer options -- if the server is a Co:Z sftp server. The zopts
command is functionally equivalent to the Is /+<option_list> command used by existing clients to set Co:Z
sftp-server file transfer options.

Multiple options can be set by separating the option=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The active options and their settings can be displayed by issuing the commands without arguments. The - a option
can be specified to list all available options, even those that are not active.

Note

For compatibility with IBM Ported Tools SFTP, the cozsftp command recognizes the following
additional subcommands: ascii and binary. these subcommands are treated as synonyms for | zopt s
node=t ext andl zopt s node=bi nary respectively.

Client session options are determined in the following priority order:
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1. Thefi xed: sectionof / et ¢/ ssh/ cozsftp_confi g (highest priority and non-modifiable)
2. Thefirst matching pattern (if any) from $HOVE/ . ssh/ cozsft p_confi g

3. Thefirst matching pattern (if any) from/ et ¢/ ssh/ cozsftp_confi g

4. Previous interactive commands:. | zopt s (described below) in the same session

5. The environment variable SFTP_Z0S_OPTI ONS

6. Thedef aul t: sectionof / et ¢/ ssh/ cozsftp_confi g (lowest priority)

For alist of available options, see Appendix A, Co:Z SFTP options.

For a description of the cozsftp_config file format, including how to specify file name patterns, see

Appendix B, Session config files.
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Example: Setting and displaying local (client) transfer options

cozsftp> | zopts node=t ext g
node=t ext
cozsftp> | zopts O
cli ent cp=I BM 1047 | ogl evel =I node=t ext

server cp=I BM 1047

O Thelocal option command | zopt s npde=t ext is used to set the transfer mode to text. mode=binary is
the default.

O The loca option list command | zopt s shows the options currently in effect. In this case, the codepages
clientcpandserver cp are set to the defaults.

Example: Setting multiple local options

sftp> | zopts | recl =80, recf m=f b, space=trk. 3.2 O
I recl =80, recf m~f b, space=trk. 3.2

O Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all local options

cozsftp> | zopts -a O

clientcp=I BM 1047 |inerule=flexible I|oglevel-=l I recl =80
node=t ext over f |l ow=wr ap recf m=fb server cp=I BM 1047
space=trk. 3.2 NCal | ownpunt NCbl ksi ze NCbuf no
NCcopi es NOdat acl as NQdest NCdi r

NOdi sp NOdsor g NOf or s NOgdgnt
NGhol d NO abel NO i ke NOmaxvol
NOngnt cl as NOnor ecal | NCQout des NCr el ease
NOr et pd NOsequence NCGshowal | NGspi n
NGst or cl as NCsysout NOrim NO rtch
NQucount NQuni t NOv ol NOw i t er

0 The option command Izopts -a is used to show all of the available options, even those that are not currently
active.

4.3 Coordinating Transfer Options with a Co:Z SFTP
Server

The enhanced Co:Z sftp client can connect to any sftp server, including a Co:Z SFTP server. In this case, there are
two sets of transfer options in effect; the enhanced client's and the server's. Client side (local) options are controlled
viathe Izopts command. Server side (remote) options are controlled via the zopts command.
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When transferring POSIX files between a z/OS server and z/OS client, using the default node=bi nary transfer
option both locally and remotely will usualy yield the desired results. If codepage translations need to take place,
the desired cl i ent cp, server cp and node=t ext can be set either locally (via lzopts command) or remotely
(viathe zopts command). The other side can beleft in mrode=bi nary.

When transferring datasets between a z/OS server and z/OS client, it is generaly recommended that
I i nerul e=r dwbe used for binary transfers so that record mode boundaries are preserved.

When converting from dataset to POSIX file between a z/OS server and z/OS client, the transfer options should be
set where the dataset resides.
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4.4 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MV'S datasets as absolute paths. The first
(/ 1) isconsistent with IBM's common usage. A secondary form (/ - / ) isalso available.

Navigating Datasets

The sftp led command can be used to navigate around the z/OS dataset space. Using the dataset prefix / / or/ -/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not alowed, it is not possible to make the catalog root the current
working directory. As such, the command lcd // will fail.

Example: Navigating the dataset space

sftp> lcd //user g

sftp> | pwd g

Local working directory: //USER

sftp> lcd coz.testjcl O

sftp> | pwd

Local working directory: //USER COZ TESTJCL
sftp> lcd .. O

sftp> | pwd

Local working directory: //USER COZ

O Using the dataset prefix / / , the high level qualifier user is specified. For lcd commands, the dataset name is
case insengitive.

O The lpwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

0 Multiple levels can be traversed at a time. Instead of using the normal separator (. ), a slash can be used: Icd
coz/testjcl.

O Theled .. command will move up alevel, as expected.
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Transferring Datasets
Theget and put commands are used to transfer datasets and PDS members.

Any options previously set viathe Izopts are in effect for any given transfer.

Example: Get afile to a text sequential dataset

$ sftp user @i nux.com O
Connecting to |inux.com..
user @i nux. com s password:

sftp> | zopts node=t ext O
node=t ext
sftp> | zopts
clientcp=I BM 1047 | ogl evel =I node=t ext
server cp=| S08859- 1
sftp> get /tnp/ GPGDSN // USER. GPGDSN O

Fet ching /tnp/ GPGDSN to // USER. GPGDSN

ZosDataset[1]: Opening dataset USER GPGDSN for wite with options: new catal og

/ t np/ GPGDSN 100% 1215 1. 2KB/ s 00: 00

ZosDataset[1]: Cosing dataset //USER GPGDSN - 1215 bytes received, 15 records witten
ZosSnf 119Record[1]: SMF Typell9 recordi ng not enabl ed; SMF recordi ng di sabl ed

This example shows the full connection process, using keyboard-interactive password authentication to a
remote linux system.

The default transfer mode of binary is overridden and set tot ext .

The get command uses the dataset path prefix // (or, optionaly / - /) to specify that a dataset is to be
written. At the default log level of | (INFO), information is emitted about the transfer process. Note also that
in this case, SMF recording is disabled because the FTP SMF records (type 119) are not currently configured
for recording.

Example: Get a text file to a PDS member

sftp> | zopts O

cli ent cp=I BM 1047 | ogl evel =I node=t ext
server cp=l SO8859- 1

sftp> lcd //user.coz.testjcl

sftp> | pwd
Local working directory: //USER COZ TESTJCL
sftp> get /tnp/ GPGDSN O

Fet ching /tnp/ GPGDSN to //USER COZ. TESTJCL/ GPGDSN

ZosDataset[1]: Opening dataset USER COZ TESTJCL(GPGDSN) for wite with options: old

/ t np/ GPGDSN 100% 1215 1. 2KB/ s 00: 00
ZosDataset[1]: O osing dataset //USER COZ TESTJCL(GPGDSN) - 1215 bytes received, 15 records witten

If this transfer is performed after the prior example, the transfer mode will still be t ext . Using the |zopts
command quickly confirms the active options.

The get command uses the dataset path prefix / / and pds member name in parentheses to identify the member
to create.
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Example: Put PDS members

sftp> | pwd
Local working directory: //USER COZ TESTJCL
sftp> put ONETEST /tnp/ ONETEST O

Upl oadi ng ////USER. COZ. TESTJCL( ONETEST) to /tnp/ ONETEST
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(ONETEST) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(ONETEST) - 38 records read, 3078 bytes sent

sftp> put //USER coz.testjcl O
Up! oadi ng // USER. COZ. TESTJCL( @GAREADVE) to /t np/ @GAREADNVE
ZosDat aset[|]: Opening dataset USER COZ TESTJCL( @@README) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL( @@READVE) - 34 records read, 2754 bytes sent
Upl oadi ng //USER COZ. TESTJCL(ALLOCDS) to /tnp/ ALLOCDS
ZosDat aset[|]: Opening dataset USER COZ TESTJCL(ALLOCDS) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL(ALLOCDS) - 6 records read, 486 bytes sent
Upl oadi ng // USER COZ. TESTIJCL( CHKENVD) to /t np/ CHKENVD
ZosDataset[1]: Opening dataset USER COZ. TESTIJCL(CHKENVD) for read with options: shr

ZosDataset[1]: Cosing dataset //USER COZ TESTJCL(CHKENVD) - 1 records read, 81 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( CHKPCST) to /tnp/ CHKPOST
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(CHKPOST) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL(CHKPOST) - 6 records read, 486 bytes sent
Upl oadi ng // USER. COZ. TESTICL(CHKPRE) to /tnp/ CHKPRE
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(CHKPRE) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL(CHKPRE) - 72 records read, 5832 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( COZCFGO) to /tnp/ COZCFGO
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(COZCFGO) for read with options: shr

ZosDataset[1]: dosing dataset //USER COZ TESTJCL(COZCFGO) - 1 records read, 81 bytes sent
Upl oadi ng //USER. COZ. TESTJCL(GPGDSN) to /tnmp/ GPGDSN
ZosDataset[1]: Opening dataset USER COZ TESTJCL(GPGDSN) for read with options: shr

ZosDataset[1]: dosing dataset //USER CQOZ TESTJCL(GPGDSN) - 15 records read, 1215 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( ONETEST) to /t nmp/ ONETEST
ZosDataset[1]: Opening dataset USER COZ TESTJCL(ONETEST) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(ONETEST) - 38 records read, 3078 bytes sent
Up! oadi ng // USER. COZ. TESTJCL( TESTPROC) to /t np/ TESTPROC
ZosDataset[|]: Opening dataset USER COZ TESTJCL(TESTPROC) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(TESTPROC) - 111 records read, 8991 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( USERTEST) to /tnp/ USERTEST
ZosDataset[1]: Opening dataset USER COZ. TESTICL(USERTEST) for read with options: shr

ZosDataset[1]: dosing dataset //USER COZ. TESTJCL(USERTEST) - 187 records read, 15147 bytes sent

O  The put command can be used to transfer amember from afully qualified dataset.
O  When the put command is used on a PDS, all of the members are uploaded.
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Listing datasets and PDS directories

MV'S datasets can be listed using the sftp lls command. Partitioned datasets are treated as directories with their

members as entries.

When listing Z/OS datasets locally with the lIs command, catalog search filter keys are in effect for any wildcard
requests. The catalog search wildcards *, **, and %used in the examples below are described in the IBM manual
DFSMS. Managing Catalogs - SC26-7409. Note that this is different behavior from sftp clients that connect to the
Co:Z sftp-server and list datasets with the Is. In that case, regular file globbing rules are in effect.

Example: Listing datasets

sftp> lcd //USER
sftp>1ls -al O

Vol ume Referred Ext Tracks Used Recfm Lrecl
WORK84 2008/ 09/ 05 1 1 1 FB 80
WORK81 2008/ 09/ 08 1 30 ? U 0
WORK81 2008/ 09/ 11 1 15 4 FB 80
WORK84 2008/ 09/ 11 1 1 1 U 0
WORK81 2008/ 09/ 09 1 15 3 FB 80
sftp>1lls -al //user.coz.t* O

Vol ume Referred Ext Tracks Used Recfm Lrecl
WORK81 2008/ 10/ 20 1 15 4 FB 80
sftp>1lls -al //user.c*. ** ad

Volune Referred Ext Tracks Used Recfm Lrecl
WORK81 2008/ 10/ 20 1 30 ? U 0
WORK81 2008/ 10/ 20 1 15 4 FB 80
WORK84 2008/ 09/ 25 1 1 1 U 0
WORK81 2008/ 10/ 20 1 15 4 FB 80

level.

Bl kSz
27920
6144
27920
6144
27920

Bl kSz
27920

Bl kSz
6144
27920
6144
27920

Dsor g
PS
PO E
PO
PS
PO

Dsorg
PO

Dsorg
PO E
PO
PS
PO

Dsnane

USER. AFI LE. TXT
USER. COZ. LOADLI B
USER. COZ. SAMPJCL
USER. COZ. TEST. SEQ
USER. COZ. TESTJCL

Dsnane

USER. COZ. TESTJCL

Dsname

USER. CQOZ.
USER. CQOZ.
USER. CQZ.
USER. CQOZ.

LOADLI B
SAMPJCL
TEST. SEQ
TESTJCL

Thelong form of the list command Is-al will list detailed information from the catal og about each dataset.
Using the catalog search filter key syntax, a single asterisk can be used to as a wildcard for a single dataset

Using the catalog search filter key syntax, a double asterisk can be used to perform a deep listing. In this

example, the single and double asterisk syntax is combined to list al of the datasets beginning with the prefix

USER. C.

Example: Listing a PDS directory

sftp> I cd //user.coz. sanpj cl

sftp> Ils -al g
Narre Si ze
@AREADVE

BPXBATCH 13
BPXBATSL 16
COZCFGD 65
CQzPRCC 30
DTLSPAWN 40
GPGDSN 15

Cr eat ed

2008/ 04/ 04
2008/ 04/ 03
2008/ 03/ 27
2008/ 03/ 27
2008/ 05/ 05
2008/ 05/ 05

O

Changed

2008/ 04/ 04
2008/ 04/ 03
2008/ 05/ 12
2008/ 03/ 27
2008/ 05/ 05
2008/ 05/ 05

17:
10:
14:
11:
09:
10:

18:
36:
28:
54:
31:
40:

09
52
54
48
08
05

USER
USER
USER
USER
USER
USER
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GREPDSN
GREPSED
OFFLDSMF
RUNCOZ
RUNCQOZ2
RUNCOZ3
RUNSPAVWN
RUNSPWA2
TDI RK
WGET2DSN

12

20
15

54
20
18

2008/ 05/ 05 2008/ 05/ 05

2008/ 03/ 27 2008/ 05/12
2008/ 05/ 05 2008/ 05/ 05
2008/ 05/ 05 2008/ 05/ 06
2008/ 05/ 12 2008/ 05/ 12
2008/ 05/ 12 2008/ 05/ 12
2008/ 04/ 03 2008/ 04/ 03

09:

14.
10:
08:
14:
13:
10:

30:

08:
02:
50:
25:

19

51

02
51
37
37

: 05
19:

20

USER

USER
USER
USER
USER
USER
USER

O Theled command is used to make a PDS the current working local "directory”.
O Thells-al command (long list form) is used to display the members of the PDS, including available statistics.
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4.5 Working with POSIX files

This section describes how to use the enhanced client with POSIX files (HFS, zFS) on z/OS. Standard sftp
implementations (including IBM's ported tools version) support only binary mode file transfers. The Co:Z
implementation provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers
are controlled via the following options:

» node: whensettot ext causesfiletransfersto be text based.

* clientcp and server cp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is | SC8859- 1. The default server code page is the current z/OS
locale.

* i nerul e: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

Theget and put commands are used to transfer POSI X files (either on HFS or zFS filesystems).

The options (listed above) that have been previously set viathe Izopts are in effect for any given transfer. All other
options (used for dataset support) are ignored for POSI X file transfers.

Example: Get a text POSIX file

$ sftp user @i nux.com O
Connecting to |inux.com..
user @i nux. com s password: ****x

sftp> | zopts nmode=t ext, server cp=UTF- 8 O
node=t ext server cp=UTF- 8
sftp> | zopts a
clientcp=l BM 1047 | ogl evel =I node=t ext
server cp=UTF- 8
sftp> pwd
Rermot e working directory: /tnp
sftp> get nsegs.txt O
Fetching /tnp/nsgs.txt to megs. txt
/tnp/ megs. t xt 100% 19KB 19. 0KB/s 00: 00

ZosPosi xFile[l]: Closing file nsgs.txt - 19488 bytes received, 19488 bytes wittenO
sftp>

O This example shows the full connection process, using keyboard-interactive password authentication to a
remote linux system.

O  The default transfer mode of binary is overridden and set to t ext . Additionally, the server (linux) code page
isexplicitly set to UTF- 8.

0 Displays the active options. Note that the client code page, if not explicitly set, defaults to the current zZ/OS
locale.

O  Theget command requests the transfer of the POSIX file using the options in effect.

O  Upon completion, an informational message is written that describes the number of bytes received from the
server and the number of bytes written to the local file. These counts are commonly the same, but changes in
line separators and codepages can result in different counts.
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Example: Put a text POSIX file

sftp> put sftp-server.log /tnp a
Upl oadi ng sftp-server.log to /tnp/sftp-server.|og
sftp-server.|og 100% 127 0. 1KB/ s 00: 00

ZosPosi xFile[l]: Cosing file sftp-server.log - 127 bytes read, 127 bytes sent
ZosSnf 119Record[1]: SMF Typell9 recordi ng not enabl ed; SMF recording di sabl ed

0 Theclient text filesft p- server. | og is put to the remote directory / t mp. The active file transfer options
are used.
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4.6 Using the Co:Z sftp client in batch

The cozsftp client command can be conveniently used in a z/OS batch job without user interaction. The
COZBATCH batch utility, also installed as part of the Co:Z toolkit, makes it easy to run cozsftp (or other Unix
shell scripts) directly as z/OS batch jobs.

The authentication with the remote system must be set up so as not to require any user interaction. There are three
ways to do this with OpenSSH:

* Usethe SSH_ASKPASS environment variable to point to a program that will read a password.
» Use an OpenSSH public/private keypair.
» UseaRACEF Digita Certificate.

For details on these three authentication options, see Appendix E, Client Authentication Mechanisms. Note that
instructions in this appendix must be followed in order to run the examples described below.

Example: Co:Z sftp client batch job with a password

The RUNSFTP sample JCL distributed with the Co:Z toolkit can be used as a tailorable model for running the sftp
client in abatch job.

/I RUNSFTP EXEC PGWCOZBATCH O
[/ STDIN DD * g

# Custom ze these ... O

coz_bi n="/opt/dovetail/coz/bin"
ruser="uid"

server ="renot e. host . nane"
server cp="1S08859- 1"
rfile="/path/to/file"

# These can be used to read the ssh password from a (secured) dataset
# if you don't want to setup public/private keypairs 0O

export PASSWD DSN='//HLQ PASSW)( SI TE1) '

export SSH ASKPASS=$coz_bi n/read passwd_dsn. sh

export DI SPLAY=none

ssh_opt s="- oBat chMbde=no" # all ows ssh to use SSH ASKPASS program
ssh_opt s="$ssh_opts -oConnect Ti meout =60"

ssh_opt s="$ssh_opts -oServerAlivel nterval =60"

ssh_opts="$ssh_opts -oStrict Host KeyChecki ng=no" # accept initial host keys

# Invoke the Co:Z sftp client with an in-line batch of commands
# that downl oads a renote file to a | ocal DD.

# Note that "-oBatchMde=no" nust be specified before "-b"

# since ssh opts are first-sticky

$coz_bin/cozsftp $ssh opts -b- $ruser @server <<EOB [
| zopt s npde=t ext, servercp=$servercp
get $rfile //DD. DOMNLOAD 0O
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EOB
/ | DOANLOAD DD DSN=&&DOWNLOAD, DI SP=( NEW DELETE) ,
/1 DCB=(...), SPACE=(...)

/1

The COZBATCH dtility is similar to IBM's BPXBATCH, but runs a Unix login shell in the original address
space.

The STDIN DD is used to read a shell script as input to the z/OS Unix shell. This script will contain the setup
and execution of Co:Z sftp in batch.

Customi ze these variables for your needs.

The following variables are set so that the ssh password is read from a z/OS dataset. Alternatively, an
OpenSSH keypair can be used.

The Co:Z sftp client isinvoked with the -b- option, which indicates that a "batch" of commands should be read
from stdin. The shell "here" document redirection is used to read stdin from the shell script itself.

The sftp get command is used to get a remote file and write it to DD DOWNLOAD. Alternatively, the syntax
//[HLQ.MY .DATASET could have been used to download to a dynamically allocated dataset.

Example: Co:Z sftp client batch job with a RACF Digital Certificate

The RUNSFTPK sample JCL distributed with the Co:Z toolkit can be used as a tailorable model for running the
sftp client in a batch job with certificates.

Note: A RACF Digita Certificate must be setup for the user prior to running this example. See the Co:Z

Il
/1

#

customization section of the Co:Z Toolkit User's Guide for details.

RUNSFTP EXEC PGVECOZBATCH
STDIN DD *

Customi ze these ...

coz_bi n="/opt/dovet ai | / coz/ bi n"
ruser="uid"

server ="r enot e. host . nane"
servercp="| S08859- 1"

rf

ile="/path/to/file"

ssh_opt s="- oConnect Ti neout =60"
ssh_opts="$ssh_opts -oServer Al i vel nterval =60"
ssh_opts="$ssh_opts -o0StrictHost KeyChecki ng=no" # accept initial host keys

#
#
#
#
#

Invoke the Co:Z sftp client with an in-line batch of conmmands
that downl oads a renpte file to a | ocal DD

Note that "-k MY-RING' will cause cozsftp to use the Co:Z

saf - ssh-agent to authenticate the ssh client using the user's
RACF Digital Certificate in MY-RI NG

$coz_bi n/ cozsftp $ssh_opts -k MY-RI NG -b- $ruser @server <<EOB [
| zopt s npde=t ext, servercp=$servercp

get $rfile //DD: DOANLQAD

EOB

/1

DOVWNLCAD DD DSN=&&DOWNLQAD, DI SP=( NEW DELETE) ,
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/1 DCB=(...), SPACE=(...)
/1

O The-k My-RI NGoptionis used to specify the RACF keyring to use for certificate authentication.

Example: Using saf-ssh-agent to run remote SSH commands

The RUNSFTPS is similar to the previous example, but performs a put rather than a get. After the result of the put
is checked, the saf-ssh-agent command is used to invoke ssh to process the new remotefile.

Note: A RACF Digita Certificate must be setup for the user prior to running this example. See the Co:Z
customization section of the Co:Z Toolkit User's Guide for details.

/I RUNSFTP EXEC PGVECOZBATCH
[/ STDIN DD *

# Custom ze these ..

coz_bi n="/opt/dovetail/coz/bin"
ruser="uid"
server="renot e. host . nane"
server cp="1S08859- 1"
rfile="/path/to/file"

ssh_opt s="- oConnect Ti neout =60"
ssh_opts="$ssh_opts -oServerAlivel nterval =60"
ssh_opts="$ssh_opts -oStrict Host KeyChecki ng=no" # accept initial host keys

# Invoke the Co:Z sftp client with an in-line batch of commands
# that uploads a |local dataset to a renote file and then runs

# ssh to invoke a renmpte command to process the uploaded file

# Note that "-k MY-RING' will cause cozsftp to use the Co:Z

# saf-ssh-agent to authenticate the ssh client using the user's
# RACF Digital Certificate in My-RI NG

$coz_bi n/ cozsftp $ssh_opts -k MY-RI NG -b- $ruser @server <<EOB 0O
| zopt s npde=t ext, servercp=$servercp

put //DD: UPLOAD $rfile

EOB

if [ $?2 -eq 0 ]; then
$coz_bi n/ saf -ssh-agent -c My-RI NG ssh $ruser @server /bin/chk $rfile O
fi

// UPLOAD DD DSN=HLQ. UPLQAD. DATA, DI SP=SHR
/1

0 The-k MY-RI NGoptionis used to specify the RACF keyring to use for certificate authentication.

O  After checking for a successful upload, the saf-ssh-agent command is used to invoke the ssh client to perform
some action /bin/chk on the remote file.
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A.l General transfer options

The following table describes the general transfer options. The usage columns describe when the option (if active)
will apply during transfer. Usage Read means using Co:Z SFTP (server or client) to read a Z/OS file. Usage Write
means using Co:Z SFTP (server or client) to write az/OSfile.

Note

Options that have a blank value column are on/off options. They are activated by supplying the option
name by itself (no values allowed) and deactivated by prefixing the option name with the prefix NO.
For example: t ri mandnot ri m

Table A.1. General transfer options

Keyword Usage
Name Value Datasets POSIX Read Write

clientcp <codepage> X X X X
linerule cr|crlf [crnl | If [nl | rdw | X X X X

mfrdw | flexible | Oxbb[bb..] |

none
mode binary | text X X X X
overflow error | flow | trunc | wrap X X
pad <pad_char> | Oxbb X X
replace X X X
servercp <codepage> X X X X
trim X X

clientcp

Specifies the name of the client codepage used when performing text mode transfers. Data will be converted
between the server codepage (servercp) and this code page. The codepage must either be a single byte codepage
or any multi-byte codepage that has single-byte line terminators (e.g. UTF-8). The z/OS Unix command iconv
-l lists the available codepages. The default, if not specified, is| SC8859- 1.

linerule
Thevaluescr, crlf,crnl,|f, nl specify that, for text mode transfers, lines will be terminated with the
given characters in the client codepage. f | exi bl e may be used when writing to files or datasets to indicate
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that any combination of cr, If, or newline will be recognized as aline terminator. r dw specifies that IBM-style
RDWs are used as prefixes. nf r dwindicates that Micro-focus file and records headers are used. Oxbb|[ bb. . ]
may be used to specify a sequence of one or more bytes in the source codepage. The default isf | exi bl e for
writing and If for reading.

node
Specifies whether transfers are as-is (binary) or subject to codepage/linerule/overflow/pad processing (text).
The defaultisbi nary.

overfl ow
For text-mode dataset write processing, controls the treatment of lines longer than the maximum dataset record
length.

pad

For text-mode dataset write processing, specifies the character to use when padding lines into fixed-length
dataset records. If given as Oxbb, it specifies (in hex) a single-byte character in the source codepage. If not
specified, the default is a space character in the server codepage.

repl ace
This setting allows for existing datasets or files to be replaced. The default, if not specified, isr epl ace, which
allows for replacement. nor epl ace can be set to prevent an existing dataset or file from being replaced. Note:
if nor epl ace isset, you may not create PDS members, regardless of whether the member exists, and you may
also not write to GDG datasets using a positive (+n) relative reference.

servercp
Specifies the name of the server codepage used when performing text mode transfers. Data will be converted
between the client codepage (clientcp) and this code page. The default, if not specified, is default codepage for
the server's process.

trim
For text-mode dataset read transfers, enabling this options will cause pad characters to be trimmed from the
dataset records as they are read.
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A.2 Miscellaneous options

The following table describes the miscellaneous options. These options do not apply to transfer operations, but
affect the behavior of Co:Z SFTP.

Table A.2. Miscellaneous options

Name Value Notes
loglevel Setsthe logging level of the Co:Z sftp-server. The UPPER
E|IW|N|I|D|T|F CASE values correspond to the list: (Error, Warning, Info,

Notice, Debug, Trace, Fine).

regexits (server only) For each exit listed, the corresponding
exit[.exit]... loadmodule must be available and loaded. If not, an error

message will be written to the log and the server session
immediately terminated. The exit names that may be specified
are: CZCHKCVD, CZCHKI P, CZCHKPWD, and CZPOSTPR.
Installations that use exits will typically set this option in the
fixed: section of
[ etc/ssh/cozsftp_server_config.

showall If active, all optionswill be shown on option display (Is/+).
Inactive options are shown with a prefix of NO.

smf If active (the default), SMF 119 records will be written for file
transfer events. if afailure occurs because SMF is disabled,
this option will be automatically set to NOsmf and no further
attempts will be made. To completely disable SMF recording
supply "nosmf" in one of the config files: Appendix B, Session
config files. This option may not be set or changed after the
session has started.

ssh-le-options (Co:Z SFTP client only) This option may be used to supply
z/OS Language Environment options for the IBM Ported Tools
ssh command when it isinvoked by cozsftp.

This option may not be set or changed once the session has
started.

Referring to IBM APAR OA 34819, we suggest that customers
adopt the value for this setting that is in the sample
cozsftp_confi g filesupplied with the distribution.
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A.3 Dataset allocation options

The following table describes options that apply when transferring MV S datasets. The ZOS BPXWDY N service is
used for dataset allocation and these options correspond to keywords available with BPXWDY N with similar syntax

except that:

» keywor d=val ue isused rather than keywor d( val ue)

* periods are used in place of commas

* other minor differences as described below

The usage columns below describe when the option (if active) will apply during dataset transfer (none of these
options, with the exception of conddi sp, apply during POSIX file transfers). For more information on
BPXWDY N, see Using REXX and ZZOS UNIX System Services - SA22-7806

Note

The conddi sp option isnot aBPXWDN keyword, but is supported by Co:Z SFTP to handle dataset /
POSIX file deletion in the result of atransfer error. If this option is set to del et e, Co:Z SFTP server
will attempt to delete any file or dataset that is being written to (on the client or the server) if the
transfer isinterrupted. In the OpenSSH sftp client, a Ctrl-C (SIG-INT) is caught in the client and it just
closes the file, so there is no way for the server to see this as an interruption. In this case, it is still the
client'sresponsibility to clean up thefile.

Table A.3. BPXWDYN options

Keyword Usage
Name Value Read WriteNew Write Existing Sysout

blksize <numeric> X X
bufno <numeric> X X X

conddisp catlg | delete X X X X
copies <numeric> X
dataclas <alphanum> X

dest dest[.user] X
dir <numeric> X

disp old | shr | mod | new X X X

dsntype library | pds | large | extreq | extpref | X

basic
dsorg ps|po | da X
forms <alphanum> X
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Keyword Usage
Name Value Read Write New | Write Existing Sysout

gdgnt X

hold X
label nl|d|ng |sul |blp|ltm]|al |aul X

like <Dataset Name> X

Irecl <numeric> X X
maxvol <numeric> X

mount X X

mgmtclas | <alphanum> X

norecall X

outdes <alphanum> X
recfm <a phanum> X X
release X X

retpd <numeric> X

sequence <numeric> X

space [blk. | trk. | cyl.]primary[.secondary] X

spin unalloc X
storclas <alphanum> X

Sysout <sysout_class> X
trtch noncomp |[comp |c|e|et|t X

ucount <numeric> X X

unit <alphanum> X

vol <alphanum> X

writer <alphanum> X
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The files /etc/ssh/cozsftp_config and /etc/ssh/cozsftp_server_config can be used to
customize the options available for Co:Z SFTP client and server sessions respectively. The permissions for each of
thesefiles should be 0644.

Samples of both of these files are located in the / usr /| pp/ coz/ sanpl es directory. These samples may be
customized and placed at the above locations to make them active.

Each file has the sections fi xed:, default: and pattern: which are described below. Additionally,
individual users can provide their own file patterns (but not fixed or default options) in copies of these files in
$HOVE/ . ssh

Theindividual Co:Z SFTP client and server options are described in: Appendix A, Co:Z SFTP options.

B.1 Specifying fixed (immutable) options

Usethef i xed: section to specify site-wide options that cannot be overridden by individual users. Multiple options
may be specified on asingle lineif separated by commas.

In the example below, the snf option is activated for all users, and because it it fixed, may not overridden by any
user.

fixed:
snf

B.2 Specifying default options

Usethedef aul t : section to specify site-wide options that can be overridden by individual users. Multiple options
may be specified on asingle lineif separated by commas.

In the example below, the nbde option isset to t ext default. Because this option is set in the def aul t ; section,
it can be easily overridden by individual users.

def aul t :
node=t ext

B.3 Specifying file pattern specific options

It is often useful to have a set of custom options associated with specific files and/or datasets. For example,
transferring all files with the . pax extension in binary mode. The pat t er n: section(s) of the configuration files
enables file and dataset names matching a specific POSIX glob pattern to automatically have specific options
applied regardless of the options currently in place.

patt ern: sections can be supplied in the site (/ et ¢/ ssh) versions of the config files and may also be supplied
in copies of these files located in the user's $SHOVE/ . ssh directory. A specific pattern may only be defined once;
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subsequent definitions read from the config file(s) are ignored.

When a put or get command is issued, the file or dataset name is checked against the patterns in the order that
they were originally read. The options associated with the first matching pattern (if any) are applied to that specific
file transfer, overriding the current options. Once the transfer completes, the previous options are reactivated.

Pattern sections have the following syntax:
pattern: [//]<glob_pattern>

If double slashes (//) precede the pattern, it is used to match dataset names, otherwise it is used to match POSIX
pathnames. Matching is performed on the name supplied on the transfer request after it has been normalized (e.g.
embedded slashes in a dataset name are converted to periods and the characters are converted to uppercase). Please
note that DD names will not be not resolved to their catalog name prior to matching. Patterns follow the UNIX glob
pattern syntax, where the wildcard characters ? (match exactly one character) and * (match zero or more characters)
can be used in conjunction with literal characters to provide a match pattern. For a complete description of the
pattern syntax, see the “File name generation” section of the sh command documentation in the zZ/OS Unix System
Services Command Reference.

Pattern examples

Setting text mode transfer for all members of a PDS

In the following example, a user specifiesin $HOME/.ssh/cozsftp_config:

pattern: //*.JCL(*)
node=t ext

And in acozsftp session issues the following:

$ cozsftp user @ost

Co: Z SFTP version: 1.9.3 (5.0p1) 2011-09-01

Copyright (C Dovetail ed Technol ogies, LLC. 2011. Al rights reserved.
Connecting to host...

user @ost's password: *****

cozsftp>l zopts nobde=bi nary

cozsftp>get nyjcl //HLQ DEV. JCL(FOO

Because the target name matches the pattern, the file nyj cl will be transferred as in text mode even though the
current mode setting is binary.
Automatically set dataset allocation parameters

In the following example, consider the Co:Z SFTP server configuration file /etc/ssh/cozsftp_server_config:

pattern: //*. PARTNER TRANS*
space=cyl . 3. 2, recfmefb, | recl =80

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 48



Session config files

And aremote sftp session issues the following:

sftp> put trans0923 //HLQ PARTNER TRANS0923

Assuming the dataset HLQ. PARTNER. TRANS0923 doesn't dready exist, a new dataset with that name will be
allocated with allocation parameters associated with the pattern. This example shows how a server can be setup to
automatically allocate incoming datasets based on a predefined name pattern.

Pattern selection determined by first match

For the examples that follow, consider the following configuration files excerpts:

(from $HOVE/ . ssh/ cozsftp_server_confi g)
pattern: *.txt
node=t ext, cl i entcp=1252, | i nerul e=cr | f

(from/etc/ssh/cozsftp_server_config)
pattern: *.zip

node=bi nary

pattern: *.pax

node=bi nary

pattern: *.txt

node=t ext, | i nerul e=| f

sftp> get myarchive. pax O
sftp> get mynotes.txt g

O The file will be transferred in binary mode because it matches the site specified pattern (via
/etcl/ssh/cozsftp_server_config)forfileswitha. pax extension.

O  The file myfile.txt will be transferred in text mode with a client code page of 1252 and a linerule of cr | f.
While the . txt extension could match two of the specified patterns, the one processed first (via
$HOVE/ . ssh/ cozsft p_server_confi g) isselected. Thisis an example of how an individual user can
override site behavior for a specific need (e.g. a Windows client platform).
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When issuing a put command to create a dataset, or get to alocal dataset using the cozsftp client, the resulting
dataset name is determined as follows:

put nyfile //HLQ LEVEL
get nyfile //HLQ LEVEL (using the cozsftp client)

Table C.1. Dataset Name determination

Case Condition Dataset Name Notes

1 HLQ.LEVEL isa Sequentia HLQ.LEVEL Replaces existing SEQ dataset
Dataset

2 HLQ.LEVEL isaPDS HLQ.LEVEL(MYFILE) Creates or replaces member

named MYFI LE in PDS

3 HLQ.LEVEL isnot adataset, HLQ.LEVEL.MYFILE Create or replace SEQ dataset
but HLQ.LEVEL .XXX names
exist in catalog

4 HLQ.LEVEL isnot adataset, HLQ.LEVEL Creates new SEQ dataset

and no HLQ.LEVEL . XXX
names exist in catalog

In most cases, this is acceptable behavior. However, there are cases where the supplied name should be treated as a
dataset rather than a"directory” (asin Case 3 above). If thisis the required behavior, a different dataset prefix can be
supplied: / /! or/-/1!:

put nyfile //!HLQ LEVEL
get nmyfile //'HLQ LEVEL (using the cozsftp client)

Table C.2. Dataset Name deter mination

Case Condition Dataset Name Notes

1 HLQ.LEVEL is a Sequential HLQ.LEVEL Replaces existing SEQ dataset
Dataset

2 HLQ.LEVEL isaPDS HLQ.LEVEL(MYFILE) Creates or replaces member

named MYFI LE in PDS
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Case Condition Dataset Name Notes

3 HLQ.LEVEL isnot a dataset HLQ.LEVEL Creates new SEQ dataset

NOTE: If you intend to aways use afully qualified dataset name, it is preferabletousethe/ /! or/-/! syntax.
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Appendix D. SMF Information

D.1 IBM FTP-compatible SMF 119 record subtypes

Co:Z SFTP supports recording SMF type 119 records that are compatible with the following IBM FTP records:
» Subtype 3 - FTP client transfer completion
» Subtype 70 - FTP server transfer completion

For more information on type 119 records, see: ZOS Communications Server: IP Programmer's Guide and
Reference.

D.2 New SMF 119 record subtypes

In addition to standard FTP completion records above, Co:Z SFTP 2.0.0 and later will also create the following
SMF 119 record subtypes:

» Subtype 192 - Co:Z SFTP server log messages
 Subtype 193 - Co:Z SFTP client log messages

These new records follow the structure of other SMF type 119 records. Six triplets are allocated, although only the
first three triplets are currently used.

» The first section is a copy of the TCP/IP identification section, as it appeared in the related client transfer
completion (subtype 3) or server transfer completion (subtype 70) record.

» The second section describes the socket connection.

Offset Length Format Description

0 16 Binary Remote | P address
16 16 Binary Local IP address

32 2 Binary Remote port number
34 2 Binary Local port number
36 15 EBCDIC FTP session ID

51 1 BINARY Unused

» The third section contains Co:Z SFTP messages, informational level or above, that were associated with the
previous transfer. This section contains one or more message sub-sections, each with the following layout:

Offset Length Format Description

0 4 Binary Time (in local time)
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Offset Length Format Description

4 4 Packed Date (in local time)

8 2 Binary Length of message that follows
10 variable EBCDIC M essage text

D.3 Enabling SMF recording

In order to enable recording of Co:Z SFTP SMF 119 records, you must:

1. configure SMF to allow recording these records and subtypes. See ZOS MVS System Management Facilities
(SMF) for more information.

2. permit the users running Co:Z SFTP client or server jobs READ access to the BPX. SMF SAF/RACEF class.

3. thenosnt configuration option must not be set. See http://dovetail.comvdocs/sftp/options.htmi#options_misc for
more information.

4. in order to get accurate loca and remote host/port information for these records, the program
CQOZ_HOVE/ bi n/ ssh- socket - i nf o iscaled by Co:Z once the child ssh session is established.

This program uses the IBM EZBNMIFR network management API, which requires the ssh-socket-info program
to be APF authorized. The Co:Z installer will attempt to set the "+a" extattr bit on this program, but will only
succeed if the installing userid has READ access to the BPX.FILEATTR.APF SAF resource. If for some reason,
this program is not APF authorized, Co:Z SFTP will operate properly, but the SMF socket information is not
guaranteed to be accurate.

D.4 Using the real-time Co:Z SMF API

The Co:Z SFTP client and server will also write SMF 119 records to a Unix datagram socket if it is available. By
default, the name of the socket is/ var /| og/ cozsft p. snf. sock unless overridden by the SFTP_SM-_SOCK
environment variable. This APl is useful in managed file transfer environments that need real-time access to file
transfer events. The API is independent of actual SMF recording - you may use either real SMF recording, the
datagram socket API, or both.

To use this facility, you must write a program that creates this Unix-domain socket and receives datagram messages
from it. Each message will be a SMF record image from a Co:Z SFTP client or server running on the same system.
A sample C++ program, CoZSnf Ser ver . C, demonstrates how to use this facility. See the documentation and
build instructionsin $COZ_HOVE/ sanpl es/ snf api / CoZSnt Server. C.
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Appendix E. Client Authentication
Mechanisms

Running the Co:Z Launcher and/or the Co:Z SFTP client requires that the z/OS ssh client can authenticate with the
Target System ssh server. Several authentication choices are available from z/OS; site policies will usuadly dictate
which is best.

One of the following authentication mechanisms should be performed on z/OS from each userid that will be used to
execute the Co:Z Batch jobs.

* Interactive password: Section E.1, “ Interactive password authentication”. Note: this mechanism requires user
keyboard interaction, so it will not work in batch. It should only be used for command line invocations of the
Co:Z SFTP client.

* OpenSSH ASK_PASS (read a password from a dataset): Section E.3, “ OpenSSH SSH_ASKPASS authentication” .

» Conventiona OpenSSH keypairs: Section E.2, “ OpenSSH keypair authentication” .

» RACEF Digital Certificates: Section E.4, “ RACF Digital Certificate authentication” .

E.1 Interactive password authentication

Thisisthe simplist form of OpenSSH client authentication and requires no additional setup. It can only be used from
atermina connected shell where the user can supply the Target System password. Due to this requirement, it is not
suitable for z/OS batch programs and is therefore not an option for running the Co:Z Launcher or batch Co:Z SFTP.
It issuitable for shell invocations of Co:Z SFTP cozsft p.

E.2 OpenSSH keypair authentication

This is the conventional mechanism for performing OpenSSH client authentication. A public/private key pair is
generated on z/OS. The private key is kept (protected) in the user's / . ssh directory. The public key is stored on
each target system in the user's/ . ssh/ aut hori zed_keys file. The following steps describe how to generate
and use an OpenSSH keypair:

Note: a z/OS shell invoked under telnet, rlogin, or ssh must be used for key generation. Don't attempt to do this
under an OMV S shell, since the ssh commands are generally not supported under OMVS.

Note: Proceed with caution if you have more than one userid mapped to the same ui d number (an unfortunately
common occurrence on z/OS USS). The default key storage home directory is hard to predict.

1. Generate akeypair using ssh- keygen:

$ nkdir ~/.ssh

$ chnod 700 ~/.ssh

$ ssh-keygen -t dsa

CGenerating public/private dsa key pair.
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Enter file in which to save the key (/home/<userid>/.ssh/id_dsa): <enter>
Ent er passphrase (enpty for no passphrase): <enter>

Ent er same passphrase agai n: <enter>

Your identification has been saved in /hone/<userid>/.ssh/id dsa.

Your public key has been saved in /hone/<userid>/.ssh/id _dsa. pub.

The key fingerprint is:

dd: ff:00:87:43: 11: fa: 7b: 0d: 84: 3a: 19: 3b: 7f: 5d: 2e <useri d>@host >

The private key file i d_dsa will be generated without a passphrase so that Co:Z can run in batch. It is
therefore important that this file is protected with file permissions and/or ACLs that only alow the owning
userid to read thefile.

2. Moveacopy of the public key to the target system:

Z0S$ sftp -oPort=<port> cozuser@i nuxl. myco.com

Connecting to n.n.n.n...

cozuser @i nux1l. nyco.com s password: (FxFxxx*

sftp> ascii

Sets the file transfer type to ASClI.

sftp> cd .ssh

sftp> put -p id_dsa.pub authorized_keys

Upl oadi ng id_dsa. pub to /hone/ sgoet ze/ . ssh/ aut hori zed_keys

i d_dsa. pub 100% 601 0. 6KB/ s 00: 00
sftp> quit

Note: If you are adding public keys from more than one z/OS userid to aut hor i zed_keys, then you must
append each key rather than replacing the file as shown above.

E.3 OpenSSH SSH_ASKPASS authentication

OpenSSH supports the use of the SSH_ASKPASS environment variable to point to a program that will read a
password, without keyboard interaction.

A dataset member (e.g.) / / HLQ PASSWD( SI TE1) must be created that contains a single line with the password
starting in the first column and without line numbers.

E.4 RACF Digital Certificate authentication

Traditional OpenSSH keypairs and SSH_ASKPASS are convenient, but some sites have strict policies about
keeping user credentials in a SAF facility. The ZZOS Communcations Server FTP command can exploit RACF
Digital Certificates for authentication and encryption. The Co:Z toolkit provides a similar capability via its
saf - ssh- agent which can be used in conjunction with auser RACDCERT RSA certificate to provide OpenSSH
client authentication.

An existing SAF/RACF Keyring and client certificate set up for use with the zZ/OS FTP client may be used with
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Co:Z Launcher and the Co:Z SFTP client.

The following steps describe how to create an RSA RACF Digital Certificate, export its public key in OpenSSH
compatible format, and transfer the public key to the target system.

1. Create aKeyring and RSA Digita Certificate:

Note: In order to create RACF Digital Certificates, certain RACF permissions must be held. This step is
typicaly performed by an administrator; the permissions required are not required for the user to access the
certificate (see below). For details, see the chapter RACF and Digital Certificates ZOS Security Server RACF
Security Administrator's Guide (SA22-7683).

This JCL is located in RACDCERT member of the COZ.SAMPICL PDS. It will create an RSA Digital
Certificate labeled My- CERT held in the keyring MY- RI NG

[/ COZUSER]) JOB (),"'"', MSGCLASS=H, NOTI FY=&SYSUl D
[1*

/1 EXEC PGVFI KIEFTO1

[/ SYSPRI NT DD SYSOUT=*

[/ SYSQUT DD SYSQUT=*

[/ SYSTSPRT DD SYSOUT=*

/1 SYSTSIN DD *

/* Generate a self-signed RSA certificate to use */
/* for SSH client authentication. */
/* A certificate signed by your CA will also work. */
RACDCERT | D( COZUSER) GENCERT + O
SUBJ ECTSDIN( +
CN(' First Lastnane' ) + 0
Q' My Conpany') + 0
OQU(' Devel opnent ') + 0O
C('uUs) + 0
) + 0
W THLABEL (" MY- CERT" )
/* Create a KEYRI NG for the user */
RACDCERT | D( COZUSER) ADDRI NG( MY- Rl NG) a
/* Connect the certificate to the ring */
RACDCERT | D( COZUSER) CONNECT ( + O
| D( COZUSER) + O
LABEL(' MY- CERT") +
RI NG MY- RI NG +
DEFAULT + O
USAGE( PERSONAL) )
/* Refresh to activate */
SETROPTS RACLI ST( DI GTCERT, DI GTRI NG REFRESH
/* List the user's certs */
RACDCERT | D( COZUSER) LI ST O

Il
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0  Change the string COZUSER to the MV S userid that will own and use the certificate.

0  Change the subject DSN fields according to your company's standards.

0 Makesthis certificate the default in the ring. This allows the user to specify just the keyring name in order
to access the certificate.

2. Export an OpenSSH version of the certificate's public key:

Note: Thisand the remaining steps are performed by the user. In order to access the keyring and certificate, the
user must have READ access to the FACI LI TY class resources:

* | RR DI GICERT. LI ST
* | RR DI GTCERT. LI STRI NG

Public key extraction is performed using Co:Z's saf - ssh- agent and the - x option. If the - f option is
specified, the key is extracted to the specified filename. Otherwiseit iswrittento st dout .

$ saf-ssh-agent -x -f cozuser_saf.pub MY-RI NG MY- CERT

Note: An administrator may export the key of a another user by prefixing the keyring name with USERI DY . In
order to do this, the administrator must have UPDATE access to the SAF classes listed above.

3.  Moveacopy of the public key to the target system:

Z0S$ sftp -oPort=<port> cozuser@i nuxl. myco.com

Connecting to n.n.n.n...

cozuser @i nuxl. nyco.com s password: (FxEFxxx*

sftp> ascii

Sets the file transfer type to ASClI.

sftp> cd .ssh

sftp> put -p cozuser_saf.pub authorized keys

Upl oadi ng cozuser _saf.pub to /hone/ cozuser/.ssh/ authorized keys

cozuser _saf. pub 100% 601 0. 6KB/ s 00: 00
sftp> quit

Note: If you are adding public keys from more than one z/OS userid to aut hori zed_keys, then you must
append each key rather than replacing the file as shown above.
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Appendix F. Restricting OpenSSH
users to SFTP

The common technique for restricting ssh capabilities is to change the user's default shell (the "default program” in
the OMV'S segment) to a shell that only allows certain commands and no interactive access. The sample script
below can be customized and used as the user's "restricted shell”. Put this script somewhere in your Co:Z bin install
directory and make its permissions u=r wx, go=r x (i.e 755). Use the full path name of the script as the users shell.
Make sure that the script has the full path names that you used for the Co:Z SFTP executable. You can remove the
cozserver entry from thelist if you don't want to allow remote Dataset Pipes commands via ssh.

#!/ bi n/ sh

# A shell script which can be set as a users default shell
# to only allow certain conmmands or ssh subsystens to run,
# disallowing full shell |ogins.

if [ $# -ge 2 -a "$1" = "-c" ]; then

case $2 in

# Update this list to match what you have in /etc/ssh/sshd config
# or add any other conmands that you would like to all ow

# from ssh.

/ opt/dovetail/coz/bin/sftp-server.sh) exec $2;

/ opt/ dovet ai | / coz/ bi n/ cozserver) exec $2;

*)is

esac
fi

# Wite out whatever nmessages you want your users to see

# if they try sonething el se

echo "Only sftp and dataset pipes file transfers are all owed\
fromthis account."

exit 1

Note: thiswill not only restrict the user from using an interactive shell under OpenSSH, but will prevent them from
running an interactive shell under TSO as well. Also, any batch jobs that run with their userid will also use this as
the default Unix shell (BPXBATCH or COZBATCH).
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Appendix G. Setting up a test
OpenSSH system on z/OS

It's sometimes convenient to create your own z/OS SSHD server on an alternate port for testing purposes. Y ou can
do this without any special privileges, and the SSHD server will run fine, except that it will only alow logins for the
userid that it is running under.

This is especially handy if your Systems Programmer doesn't understand immediately that adding an SSH user
subsystem doesn't introduce any new security risks.

Procedure G.1. General outline for adding a test SSHD server

1. Createyour own ssh directory, say ~/sshd, and copy thefile/ et ¢/ ssh/ sshd_confi g intoit:.

zos$ nkdir ~/sshd
zos$ cp /etc/ssh/sshd_config ~/sshd

2. Inthisdirectory, generate your DSA and RSA host keys, as directed in the |BM Ported Tools for 2/OS User's
Guide.

If you can copy the keys in /etc/ssh directory, then you will avoid "host key" mismatch problemsif you switch
your SSH client from the production to the test server. If you do copy the production host keys, make sure that
you change the file permissionsto 600 so that they can't be read by others.

3. Edit your copy of sshd_config:
a.  Findtheline "Subsystem" which defines the sftp subsystem

b. Addanew line after thisline:
Subsyst em dspi pes /usr/| pp/ coz/ bi n/ dspi pes

(where /usr/Ipp/coz is the directory where Co:Z Toolkit isinstalled).
c. Uncomment the Por t line and set it to an available port

d.  Uncomment / add the following lines (to use the private keys generated in the previous step):

Host Key ./ssh_host rsa key
Host Key ./ssh_host dsa key

(where /usr/Ipp/coz is the directory where Co:Z Toolkit isinstalled).

4. From az/OS shell, change to the directory that you created and start your copy of SSHD:
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/fusr/sbin/sshd -e -D -f ./sshd_config

Note: If you are unable to execute / usr / sbi n/ sshd, you may be able to copy it to your local directory, add
the execute bit (chnmod +x ~/ sshd/ sshd) and run the above command using thislocal copy.

To connect to your test SSHD server from a client, don't forget to use the - ssh -p port SSH option on
your ssh, fromdsn or todsn commands.
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Appendix H. License

The Co:Z Co-Processing Toolkit, comprised of Co:Z Launcher, Co:Z Dataset Pipes, Co.Z SFTP, Co:Z Batch, and
the Co:Z Target System Toolkits is distributed under the Co:Z Community License Agreement (see below).
Note: This community license is superseded for Co:Z Toolkit Enterprise License and Support customers. All
components are distributed in binary form. The Co:Z Target Systems Toolkit and the Co:Z FTP-SSH Proxy and are
also available in source form under the Apache V2 License.

For more information, see our licensing freguently asked questions.

Co: Z COVMUNI TY LI CENSE AGREEMENT

PLEASE READ THI S COVMUNI TY LI CENSE AGREEMENT (THI S “ AGREEMENT”) CAREFULLY.

TH S AGREEMENT SETS FORTH THE TERMS ON VWHI CH DOVETAI LED TECHNOLOG ES, LLC
(“DOVETAIL"), A M SSOURI LIMTED LIABILITY COWPANY, MAKES AVAI LABLE THE

CO Z CO PROCESSI NG TOOLKI T FOR z/ OS AT NO CHARGE FOR DOANLOAD, | NSTALLATI ON AND
USE BY THE COWUNI TY. BY DOANLOADI NG, | NSTALLI NG OR USI NG THE SOFTWARE, YQOU
ACKNOWLEDGE THAT YOU HAVE READ, UNDERSTAND, AND AGREE TO BE LEGALLY BOUND BY
TH S AGREEMENT.

1. DEFINITIONS. As used in this Agreenent, the followi ng capitalized terns
shal | have the foll ow ng neanings:

“Documnent ati on” nmeans Dovetail’s acconpanyi ng user docunentation for the
Software, as may be updated by Dovetail fromtinme to tinme, in print or
el ectronic form

“Sof tware” means the Co:Z Co-Processing Toolkit for z/0S, conprised of Co:Z
Launcher, Co:Z Dataset Pipes, Co:Z SFTP, Co:Z Batch, and the Co:Z Tar get
System Tool kit in object code formonly, together with certain sanple code
and scripts in source form

“Updat e” neans any bug fix, enhancenent, or other nodification to or update
for the Software issued by Dovetail for general release to the Software
conmuni ty.

“You” means the person or entity downl oading, installing or using the
Software. If you are downl oading, installing or using the Software on behal f
of a conpany or organization, the term “You” refers to both you and your
conpany or organi zation, and you represent and warrant that you have authority
to bind your conpany or organization to the provisions hereof.

2. SOFTWARE LICENSE. During the termof this Agreement, and subject to the
provi si ons hereof, Dovetail hereby grants to You, and You hereby accept, an
ent erpri se-w de, non-exclusive, non-transferable, royalty-free and fully
paid-up license to install and use the Software on an unlimnited nunber of Your
servers, solely for Your internal business purposes, in accordance with the
Docunment ation, and in conpliance with all applicable |laws and regul ati ons.

3. LICENSE RESTRI CTIONS. You shall not, nor shall You authorize any other
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person or entity to: (a) distribute, rent, lease, lend, sell, sublicense or
ot herwi se make the Software available to any third party; (b) nodify, adapt,
alter, translate, or create derivative works of the Software; (c) use the
Software in or as part of a service bureau, tinesharing or outsourcing
capacity; (d) develop an alternative to the Software that is based on or
derived from in whole or in part, the Software or Docunentation; (e) renove or
obscure any copyright, trademark or other proprietary rights notices or

desi gnations on the Software, the Docunentation or any copies thereof; or (f)
reverse engi neer, deconpile, disassenble, or otherwi se attenpt to derive the
source code for the Software, except where such reverse engineering is
expressly pernmitted under applicable law, but then only to the extent that
Dovetail is not entitled to limt such rights by contract.

4. UPDATES. Fromtinme to tine, Dovetail may nmake avail abl e Updates for the
Software as a general release to the Software comunity. Al such Updates
(whet her posted by Dovetail on the Dovetail website or included with the

Sof tware) shall be deened part of the Software, and are |licensed to You under
the Iicense and ot her provisions of this Agreement, together with any

suppl enentary |icense ternms that Dovetail may provide for such Updates.

5. YOUR RESPONSI BILITIES. You are responsible for: (i) installation of the
Software and any Updates; (ii) selecting and maintaining all third party

har dware, software, peripherals and connectivity necessary to neet the system
requirenents for the Software; (iii) creating a restore point for Your systens
and backing up and verifying all data; and (iv) adopting reasonabl e neasures to
ensure the safety, security, accuracy and integrity of Your facilities,

systens, networks and data. Dovetail shall have no responsibility or liability
arising out of or resulting in whole or in part from Your failure or delay to
perform any such responsibilities, or for acts or onmissions of third parties,
Internet or tel ecommunications failures, or force najeure or other events
beyond Dovetail’s reasonabl e control

6. SUPPORT. This Agreement does not include, and Dovetail shall have no
obligation under this Agreenment to provide, any technical support or other

prof essi onal services for the Software. If You are interested in purchasing a
support plan for the Software, You should visit the Dovetail website to review
Dovetail’s then current offerings.

7. TERM TERM NATION. This Agreenent and Your |icense rights hereunder shal
continue unless and until termnated as set forth herein. You may term nate
this Agreenent for convenience at any tine by uninstalling, erasing all copies
of , and ceasing all use of the Software and Docunentation. This Agreenent

shall terminate imediately and automatically if You violate the |license terns
or restrictions for the Software, or materially breach any other provision of
this Agreenment and fail to cure such breach within ten (10) days after

recei ving notice thereof fromDovetail. Upon the expiration or termnation of
this Agreenment for any reason: (i) Your license to the Software shal
automatically and i mediately ternminate; and (ii) You shall discontinue use of
the Software, pronptly (within 5 days) uninstall and renove any remmants of the
Sof tware and Docunentation from Your computers, network and systens, and
destroy (or return to Dovetail) all tangi ble copies of the Software and
Docurment ation in Your possession. Sections 1, 3, 5, 7, 8, 9, 10 and 11 of this
Agreenent shall survive the expiration or ternmination of this Agreement for any
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reason, and shall be binding on and inure to the benefit of the parties and
their permitted successors and assigns.

8. DI SCLAI MER. THE SOFTWARE AND DOCUMENTATI ON ARE PROVI DED TO YOU UNDER THI S
AGREEMENT “AS | S W THOUT REPRESENTATI ONS OR WARRANTI ES OF ANY KI ND,

EXPRESS OR | MPLI ED, AND ALL USE IS AT YOUR OWN RI SK. W THOUT LI M TI NG THE
FOREGO NG DOVETAIL AND I TS SUPPLI ERS HEREBY di scl ai m any | MPLI ED OR STATUTORY
warranties of MERCHANTABI LI TY, FITNESS FOR A PARTI CULAR PURPOSE, Tl TLE OR

NON- | NFRI NGEMENT.  THE SOFTWARE |'S NOT | NTENDED OR LI CENSED FOR USE I N ANY
HAZARDOUS OR HI GH RI SK ACTI VI TY. DOVETAIL DOES NOT WARRANT THAT THE SOFTWARE
W LL OPERATE UNI NTERRUPTED OR ERROR- FREE, OR MEET YOUR BUSI NESS, TECHNI CAL OR
OTHER REQUI REMENTS. No enpl oyee or agent has authority to bind DOVETAIL to any
representations or warranties NOT EXPRESSLY SET FORTH IN TH S AGREEMENT

9. PROPRI ETARY RIGHTS. Dovetail and its suppliers shall retain exclusive
right, title and interest in and to the Software, including the object code,
source code, program architecture, design, codi ng net hodol ogy, Docunentation
screen shots, and “look and feel” therefor, all Updates thereto, al

goodwi | | associated therewith, and all present and future copyrights,
trademarks, trade secrets, patent rights and other intellectual property rights
of any nature throughout the world enbodi ed therein and appurtenant thereto.
Al rights and licenses to the Software not expressly granted to You in this
Agreenent are reserved by Dovetail and its suppliers. Fromtinme to tine, You
may submit suggestions, requests or other feedback for the Software. Dovetai
shall be free to commercialize and use such feedback, including for devel opi ng
i mprovenents to its products and services, free of any clains, paynment
obligations, or proprietary, confidentiality or other restrictions of any kind.

10. LIMTATIONS ON LIABILITY. | N NO EVENT SHALL DOVETAIL BE LI ABLE FOR ANY

| NDI RECT, | NCI DENTAL, CONSEQUENTI AL, EXEMPLARY, SPECI AL, PUNI TIVE OR SI M LAR
DAMAGES ARI SING OQUT OF OR RELATED TO THE SOFTWARE OR THI S AGREEMENT, | NCLUDI NG
LOSS OF BUSINESS, PROFI TS OR REVENUE, LOSS OR DESTRUCTI ON OF DATA, BUSI NESS

| NTERRUPTI ON OR DOVWNTI ME. THE TOTAL CUMJLATI VE LI ABI LI TY OF DOVETAIL ARl SI NG
QUT OF AND RELATED TO THE SOFTWARE AND THI S AGREEMENT SHALL NOT, REGARDLESS OF
THE NUMBER OF | NCI DENTS OR CAUSES G VI NG RI SE TO ANY SUCH LI ABI LI TY, EXCEED TEN
U S. DOLLARS ($10). THE LIM TATIONS ON LIABILITY IN TH' S SECTI ON SHALL APPLY
TO THE MAXI MUM EXTENT PERM TTED UNDER APPLI CABLE LAW REGARDLESS OF THE CAUSE
OF ACTION OR BASIS OF LIABILITY (WHETHER | N CONTRACT, TORT OR OTHERW SE), AND
EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGES. THESE LI M TATI ONS ON

LI ABI LI TY ARE AN ESSENTI AL PART OF THI S AGREEMENT, AND SHALL BE VALI D AND

Bl NDI NG EVEN | F ANY REMEDY | S DEEMED TO FAIL OF | TS ESSENTI AL PURPCSE

11. M SCELLANEQUS

Coverning Law. This Agreenent shall be governed and interpreted for al

pur poses by the laws of the State of Mssouri, U S A, wthout reference to any
conflict of laws principles that would require the application of the |aws of a
different jurisdiction. The United Nations Convention on Contracts for the
International Sale of Goods and the Uniform Conputer |nformation Transactions
Act (as enacted in any jurisdiction) do not and shall not apply to this
Agreenent, and are hereby specifically excluded.
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Jurisdiction; Venue. Any dispute, action or proceeding arising out of or
related to the Software or this Agreenment shall be commenced in the state
courts of St. Louis County, M ssouri or, where proper subject matter
jurisdiction exists, the United States District Court for the Eastern District
of Mssouri. Each party irrevocably submits and wai ves any objections to the
excl usi ve personal jurisdiction and venue of such courts, including any

obj ecti on based on forum non conveni ens.

Notices. Al notices under this Agreenent shall be in witing, and shall be
delivered personally or by postage prepaid certified mail or express courier
service, return receipt requested. Notices to You may be delivered to the npst
current address on file. Notices to Dovetail shall be directed to the

foll owi ng address, unless Dovetail has provided an alternative notice address:

Dovet ai | ed Technol ogi es, LLC
305 WI I owpointe Drive
St. Charles, MO 63304

Assignments. You may not assign or transfer this Agreement, or any rights or
duties hereunder, in whole or in part, whether by operation of |aw or
otherwi se, without the prior witten consent of Dovetail. Any attenpted
assignment or transfer in violation of the foregoing shall be null and void
fromthe begi nning and without effect. Dovetail may freely assign or transfer
this Agreenent, including to a successor in interest upon Dovetail’s nerger
acqui sition, corporate reorganization, or sale or other transfer of all or
substantially all of its business or assets to which this Agreenment rel ates.

Rel ati onship; Third Party Beneficiaries. The parties hereto are independent
contractors. Nothing in this Agreenent shall be deened to create any agency,
enpl oyment, partnership, fiduciary or joint venture relationship between the
parties, or to give any third party any rights or renedi es under or by reason
of this Agreenent; provided, however, the disclainers and linmtations on
liability in this Agreenent shall extend to Dovetail and its directors,

of ficers, sharehol ders, enployees, agents and affiliates. Al references to
Dovetail in connection therewith shall be deenmed to include the foregoing
persons and entities, who shall be third party beneficiaries of such
contractual disclaimers and Iimtations and entitled to accept all benefits
af f orded t her eby.

Equitable Relief. The Software conprises the confidential and proprietary

i nfornmati on of Dovetail and its suppliers, and constitutes a val uable trade
secret. You acknow edge that Your breach of the |icense or ownership

provi sions of this Agreenent would cause irreparable harmto Dovetail, the
extent of which would be difficult and i npracticable to assess, and that noney
damages woul d not be an adequate renedy for such breach. Accordingly, in
addition to all other renmedies available at law or in equity, and as an express
exception to the jurisdiction and venue requirements of this Agreenent,

Dovetail shall be entitled to seek injunctive or other equitable relief in any
court of conpetent jurisdiction

U S. Governnent Restricted R ghts. The Software and Docunentation are |icensed
wi th RESTRI CTED RI GHTS as "Conmercial ltenms," as that termis defined at 48
C.F.R 82.101, consisting of "Commrercial Conputer Software" and " Conmerci al
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Conput er Software Docunentation," as such ternms are used in 48 C.F. R §812.212
or 48 C.F. R 8227.7202, as applicable. Consistent with 48 C.F. R 8§12.212 or

48 C.F. R 8227.7202-1 through 227.7202-4, as applicable, the Commrercial
Conput er Software and Comerci al Conputer Software Docunmentation is |icensed
(if at all) to U S. Government end users only as Commercial Itens, and with
only those rights as are granted to other |icensees pursuant to this Agreenent.

Export Control. The Software and underlying i nformati on and technol ogy may not
be accessed or used except as authorized by United States and ot her applicable
I aw, and further subject to conpliance with this Agreenent. The Software nmay
not be exported or re-exported into any U. S. enbargoed countries, or to anyone
on the U S. Treasury Departnment's |ist of Specially Designated Nationals or the
U S. Departnent of Conmerce Denied Person’s List or Entity List. You

represent and warrant that You and Your end users are not |ocated in, under the
control of, or a national or resident of any country or on any such |ist.

Anendnent; Waiver. This Agreement may be anmended only by a witten instrunment
signed by an authorized representative of Dovetail. No rights shall be waived
by any act, onission or know edge of a party, except by an instrunent in
writing expressly waiving such rights and signed by an authorized
representative of the waiving party. Any waiver on one occasi on shall not
constitute a waiver on subsequent occasi ons.

Severability; Construction. |f any provision of this Agreenent is deternined
to be invalid or unenforceabl e under applicable | aw, such provision shall be
anmended by a court of conpetent jurisdiction to acconplish the objectives of
such provision to the greatest extent possible, or severed fromthis Agreenent
i f such amendnent is not possible, and the remaining provisions of this
Agreenent shall continue in full force and effect. The captions and section
headi ngs in this Agreenent are for reference purposes only and shall not affect
the meaning or interpretation of this Agreement. The term “including” as
used herein neans “including without lintation.” The terns “herein,”
“hereto,” “hereof,” and sinmilar variations refer to this Agreenent as a

whol e, rather than to any particul ar section

Entire Agreenent. This Agreement sets forth the entire agreement of the
parties and supersedes all prior agreenents and understandi ngs, whether witten
or oral, with regard to the subject matter hereof. Any additional or
conflicting terns proposed by You in any purchase order, request for proposal
acknow edgenent, or other witing shall not be binding, and are hereby objected
to and expressly rejected.
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